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Mist — Client to Cloud Full Stack Solutions

Artificial
Intelligence

Juniper Microservices

Mist Cloud
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Trrspresanneeee " Wi-Fi User Asset %, AssuranceAssurance : Wired WAN

Assurance Engagement Tracking Temmmmssmsssnnnraaanes Assurance Assurance
............................................. Wirelass Infrastructure Wired Infrastructure T WAN Infrastructure

— EX4100&
@ J J J J J J J 5 EX4600/4650 EX4400 & -24X E?(4100-'f T

\EMIlLIJLIﬂJU[IJﬂlJ!Hh

/9200 lEmEmemems B HoEH-
5 | . _ EX2300 |
© Mist Edge APL2 AP24 AP33  AP34 AP43 AP45 AP63 . BT11( BLE) “ QFX 1 IR SRX Session Smart
E : (outdoor) : - 5110/5120/10K  eoceess=sas : Routers E
......................................................................................................................................................... EX3400

© 2023 Juniper Networks . . JUﬂ|Per | 3

Juniper Business Use Only wufMist A1 '



WAN Assurance 1%

h— RNIJAUA
Ry NI —=DfERk/ MO —
BEEH

M



SRX R—hIAVA

EMH(CHHBT. BB SRX/VSRX ZETE
SRX300 SU—-X®Md FLEX(WAN Assurance) SAEJANCHATEEFY

Standalone SKU(WAN Assurance)

FLEX(WAN Assurance)

B AR moe

e

SRX34 SRX4100

SRX345 SRX380 SRX4200

vCPU 3 5 vCPU i 9 vCPU Sl 17 vCPU [

SRX300 SRX1500

SRX320 SRX4600

I | | 1%
I‘v.
°
>
|
=

Class 1

Class 2 Class 4 Class 6
Cloud-ready, AI-driven (WAN Assurance + VNA)

X WAN Assurance (CXISU TOWAHEEDZERISLL T O@ENTY,
«  WAN Assurance XJGSRX(=FTIEER):
https://www.mist.com/documentation/wan-assurance-cloud-based-platforms-to-monitor-and-manage-the-juniper-sd-wan-portfolio/
- RAIEER :
https://www.juniper.net/jp/ja/products/security/srx-series.html

) Uniper 41 5
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Communication Requirements

Global 01

Global 02

Global 03

Global 04

Europe 01

APAC 01

© 2023 Juniper Networks

redirect.juniper.net (TCP 443)
ztp.mist.com (TCP 443)
oc-term.mistsys.net (TCP 2200)
srx-log-terminator.mist.com (TCP 6514)

redirect.juniper.net (TCP 443)
ztp.gcl.mist.com (TCP 443)
oc-term.gcl.mist.com (TCP 2200)
srx-log-terminator.gcl.mist.com (TCP 6514)

redirect.juniper.net (TCP 443)
ztp.ac2.mist.com (TCP 443)
oc-term.ac2.mist.com (TCP 2200)
srx-log-terminator.ac2.mist.com (TCP 6514)

redirect.juniper.net (TCP 443)
ztp.gc2.mist.com (TCP 443)
oc-term.gc2.mist.com (TCP 2200)
srx-log-terminator.gc2.mist.com (TCP 6514)

redirect.juniper.net (TCP 443)
ztp.eu.mist.com (TCP 443)
oc-term.eu.mist.com (TCP 2200)
srx-log-terminator.eu.mist.com (TCP 6514)

redirect.juniper.net (TCP 443)
ztp.ac5.mist.com (TCP 443)
oc-term.ac5.mist.com (TCP 2200)
srx-log-terminator.ac5.mist.com (TCP 6514)

Ports to enable on your firewall
https://www.mist.com/documentation/ports-enable-firewall/

Troubleshooting Gateways (SRX)
https://www.mist.com/documentation/troubleshooting-gateways-srx

NOTE

Service Type E CHEEGIEEFHOFEA
& Service Type BTN NeER T DB HDET
FRELE - T A NS AREFIRIZE T[E— Service Type ZZFIHLZEW

et |
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Day 0. Design Day 1. Deployment BA Day 2. Operation

Applications OR

Application Policies
Hub Profiles

WAN Edge Templates __spoke

standalone

SLE
- WAN Edge Health

* Root Password «  WAN Link Health
b QR Code - App Track « Application Health
- Site Variables
q OR WAN Edge&EH

Port Status
Device Status
ADVANCED SECURITY
PROPERTIES
STATISTICS
DHCP STATICS
APPLICATION VISIBILITY
Utilities

Inventory

Standalone

{{site_vars}}

standalone

[
Hub & Spok . ; i
{{site_vars}} « Assign to Site
 Release

: {{site_vars}}
oo
N Svoke
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Standalone / Hub & Spokes

Y MNI—DtERk

Standalone

D
D
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Mist Cloud

&

WAN Edge
Template

[ ] eo—m—]
standalone

| BN |
NS Ee———
standalone

Hub & Spokes

Mist Cloud

Hub profiles

__hub
_—7

EHEXESAIHE

uniper Business Use Only
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Day 0. Design

s%iEJO— - Hub & Spokes
Hub Profiles x WAN Edge Template(Spoke)
Organization

- Organization T. ENETNERER
& <] < Networks
O—O

Hub & Spokes

— . .
—@ < Application
Networks  Applications Apgil;izson EX Application PO”CY

Hub Profiles

WAN Edge Templates < Hub Profiles Z&7E _
< WAN Edge Templates(Spoke) %Zz%7E

Spoke Site 1

Hub Site (18242 7E])
" WAN Edge Management 1. site variables %%
(root password) N
= WAN Edge Application Visibility 2. SRXZ 7Y41>
= site variables 3. Hub Profiles Z SRX (CEIDHT
= WAN Edge Management Deploy
root password) .
. iNAN Edge Application Visibility Spoke Site N Spoke Site 1..N L
s ST B MR R 1. WAN Edge Template(spoke)ZID=T
(root password) 2 S|te Variables @Erﬂbﬁ
= WAN Edge Application Visibility 3. SRX % Site (VY1
» site variables

) Juniper 0 9
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Day 0. Design

s%iEJO— - Standalone
WAN Edge Template(Standalone)

Standalone

Organization

- Organization T. ENZNER
& <] < Networks
O—O

%(D . .
- % Application

. - A I' t' - - -
Networks ~ Applications pg(l)?iz\;on o2 Appllcatlon PO|ICY

WAN Edge Templates < WAN Edge Templates(Standalone) %Z3%7E

Site 1..N
: XIYOAO'\t' Egg;fgfg)agement 1. WAN Edge Template(Standalone)ZI0XT
= WAN Edge Application Visibility 2. site variables M%7
= site variables 3. SRX % Site (U1~
] W h
(root _ Deploy
_ _ Site N
= site variables = WAN Edge Management
—7 (root password)
FERAUEEA = WAN Edge Application Visibility
» site variables

© 2023 Juniper Networks JHQLEn;en!-l.il | 10
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Day 0. Design

WAN Assurance
Concept & Design

Concept and Design Scale!
Topology Where

Client "5 Cloud &TIILASYI(AP/SW/WAN Edge) Y —ERZ4E{Ht

Concepts & Design

/7
0’0

% Al Z5ERUE Self-Driving Network (C&3 &i#ERQ 11— iRz izt & NI —HRERR

=] o BERTOIL-b & BEMLICEDBZICKIRIE - ZHLL RN T EE « hub & spoke = standalone
o1 % BAMATCEDT>I4)
00 & YA REZE {{variable}} E g

Application Policy How

K/

—| ~:~ Session ~:~ SLA.
- * Access  « Routing
- % Security <« QoS

Network(User/Src) Application(Dst) What Traffic Steering Which

<« I1-Y/7)142 1-YMERI 37 —23>(H—E)DE « Strategy
% FYRD—UEFK(LAN) - EEFHTIVT—3 (BB tTjU) * Ordered
= TRINIAZEETE = HRALTIUTORIIL. R—B) = Weighted
= Dst NAT = URL Categories(IDP/Web Filtering) = ECMP
< FESERYNTI—%(private networks)Ds&TE < Path (FESCHEIBIEIR)
@ o

Traffic Type » Underlay(LAN/WAN)
= Qverlay Q\@
» Secure Edge Connector

I

Juniper Business Use Only ariemay N |

:é?o
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Day 0. Design

Application Policy ¢&ld ?

Application Policy = Networks x Applications x Traffic Steering

RYRD=JtJ %> M zone) DIE < I-YPE I 37TV —2a (LX) DER
:é?’ Hub Profiles/WAN Edge Templates/%WAN Edge ® & = EREBHTTVT-S3>(fER. H7TV)
Networks

Application Policy

0‘0

R/
X4

L)

[LAN | (CES5&E{T = AZRALTI(TORI. R—K)

L)

0‘0

NAT Applications = URL Categories(IDP/Web Filtering)
7RI T < SEFEARYRTI—(private networks)DE%TE
% Traffic Type

R/
X4

L)

PATH

Application Policy é é
@ ] NO.  NAME NETWORK / USER (MATCHING ANY) ACTION APPLICATION / DESTINATION (MATCHING ANYR IDP € TRAFFIC STEERING
Appll_cgtlon 0 1 Policy-1 + + + None +
Policies

< Network(User) (C3FULT Application & Traffic Steering 585c/VA(#RE8)Z2EIN=T. Action(Allow/Block) %Z7E
< Organization TEEI D LT, —EMHDOIBENISES (Hub Profiles/WAN Edge Templates/Z&WAN Edge 'C(Dn EEEJ)

Traffic Steering Which

Traffic Steering (&. Hub Profiles/WAN Edge Templates(Standalone/Spoke)/&WAN Edge T%1E
QVD FED M T1vIDTEFE/ A (FRI8) 2 E

Traffic RIZNRYTC. LAN-WAN-WAN(VPN/Overlay)-Secure Edge Connectors Di&3iRa]

Steering LBO(Local Break Out)

: Uniper 41 12
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Day 0. Design

Networks
Applications
Application Policies

Standalone
WAN Edge Template — Standalone

Hub & Spokes (#{wH)
Hub Profiles
WAN Edge Template - Spoke

M



Day 0. Design

Networks

M



Day 0. Design

Networks

Networks

1. [Organization] "5 [Networks] Z7UvIUEx 9 2. BIEA LD, [Add Networks] #JUvILFE S

E1idam 2 Q@)
(+) waN Edges TUE 11224 M 2 ) (3

Administrators Applications Campus Fabric Device Profiles

> Mist Ed
ges
= Audit Logs Application Policy Switch Templates Labels Add Networks

-V Location Inventory Hub Profiles RF Templates

[] Mobile SDK Metwork Topology WLAN Templates
ool Analytics

Settings

O site
oo Site Configuration WAN Edge Templates

@ Organization Subscriptions

meper-.-l | 15
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Day 0. Design

Networks

Basic Parameters

3. %‘/\7>( g&n fELJgEg—

Networks

Add Network . [Name] (C Network &% AHULET

||Na-_;r$kmrp a [Subnet IP Address] & [Prefix Length] ZAALEY %
] E} [VLAN ID] #8&ELFT X

a Subnet IP Address Prefix Length

|| {{spoke_corp_net}} |/ | wspoke_masky n [Source NAT Pool Prefix (SRX Only)] Z5&ELET

SRX S—-XDHEERIRET Y

n VLAN 1D

| | ivan o B} Subnet »5 Mist Cloud AD7/EAEHELES

(1-4094)

SOM“HTPMPW (SRX Only) B NIy NI —=D1EERZ T RINIA AU ZOMOAR—I(AR IR IEERND

Ii U7 RGN Fd

B{ [ access to misT cloud ZAN=T84 NCEE T 21RY R NI=0ZFIBLTHED. IEBIBD1 >R
- POt A%FFeIUzV5E. [Override Prefix To Advertise] (CF1Iv)%

&

6 | AN, EEEUL [IP Address] & [Prefix Length] %7 R)\94ZL&EY
‘ |:| Override Prefix To Advertise ﬁﬁl%ﬁ\ DeStInatlon NAT t@bﬁ({ﬁﬁﬁ L/gig—
i B % &Y+ NCRIS/(5X—F% Site Variables THFILTHIEICLD,
*’ YA MO TEET

- Uniper 41 16
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Day 0. Design
Networks

Networks
Users [Option]
4. [USERS] zERU. [Add User] Z2UwIULFET 5. [Name]. [IP Prefixes] ZAHDUET

[Add IP Prefix] Z0Uw)d 3L, [IP Prefixes] ziE
TSF9
BINETFRTDBE(E. FROFIEZHEIRLFT

USERS Vv Add User USERS Vv

NAME IP PREFIXES Add User v | X

Mame
ssh
There are no Users defined yet

IP Prefixes
192.168.10.100/32 |
Add IP Prefix
‘l
[Add IP Prefix] Z%7VUw/J93¢&. [IP Prefixes] %
EIMTEFT

) Uniper 41 17
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Networks
STATIC NAT(SRX ONLY) [Option]

6. [STATIC NAT(SRX ONLY)] #ERIL. [Add Static 7.
NAT] 2UvILES

STATIC NAT (SRX ONLY) >

STATIC NAT (SRX ONLY) Add Static NAT

NAME INTERMAL IP EXTERNAL IP

There are no Static NATs defined yet

© 2023 Juniper Networks Juniper Business Use Only

Day 0. Design

Networks

[Name]. [Internal IP]. [External IP] ZAILEY
NSDJ1wIMixH#REg% [Underlay]. [Overlay] h5
ZEIRUET

[ v 129 WWIVTEREZTE TUET

IENEERT DimEE. EROFIEZEDIRLEFT

STATIC NAT (SRX ONLY) v

Add Static NAT v 4
Mame
Server |
Internal IP External IP
172.16.100.100 || || 10.11.0.1
Apply to Qutgoing traffic on
® underlay | O overlay

e | 8



Networks

DESTINATION NAT [Option]

Day 0. Design

Networks

8. [DESTINATION NAT] ZEHU. [Add Destination 9. [Name] Z AU, [External IP]. [External Port] (C

NAT] 27Uy ILE9

DESTINATION NAT 2>

DESTINATION NAT v

NAME EXTERMAL IP:PORT

Add Destination NAT

INTERNAL IP:PORT

T Meactimatior kAT W -
There are no Destination NATs defined yet

© 2023 Juniper Networks

X593 [Internal IP]. [Internal Port] Z5&ELE YT
NSDJ1wI DR ARREEZ [Underlay]. [Overlay] h5
EIRUET

[ v 1Z0UWIUTEEEZT T UET

BINETRT DiEE(E. FEROFIEZHEDIRLFT

DESTINATION NAT Vv

Add Destination NAT v | X

MName

public-web |
External IP External Port

172.16.100.200 : 20 |
Internal IP nternal Port

10.11.0.100 . a0
Apply to Incoming traffic from
@ Underlay | O Overlay

e |



Day 0. Design

Networks

SNurincia
X AEJG

Networks

10. [Add] Z7YyJU. Network O:SEZR TULE I
EBEE I 5T FEEROFINEZEIRUET

= -

- —7
BXF Network ZiREUSE(E.

[Save] 2L TIRFLETS NOTE

Application Policy TA 29—y Mo DEEDEEZFFR] IS
&, 0.0.0.0/0 Z Network TEZEUTC. V-RIIEELET

) Uniper 41 20
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Day 0. Design

Applications

Applications

1. [Organization] h5 [Applications] ZJUvyJUE 9
BIEA_ LD, [Add Applications] 27Uy UET

2. [Name] ZA7ILFET
WE(CISUT. [Description] ZAAULE I (Option)

7 i ;

@) wan Edges Add Application

Administrators Campus Fabric Device Profiles
S Mist Edges Mame

Audit Logs Application Policy Switch Templates Labels

Application

4 Location Inventory Hub Profiles RF Templates

Mobile SDK Network Topology WLAN Templates Descriotion
ooll Analytics -

on Site

@ Organization

© 2023 Juniper Networks

Settings
Site Configuration

Subscriptions

Networks

WAN Edge Templates

THU, 10:26 AM

Juniper Business Use Only

Description here
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Day 0. Design

Applications

(a) Custom Apps
3.(a) [Custom Apps] ZiEIRU. B/N\IA—HZZKTELET

Applications

Type
il | ® custom Apps | O Apps (O URL Categories @ [Custom Apps] Z&EIRULET
IF Addresses

[IP Addresses] #Z AHUEY (O2VIXEID)

[Domain Names] ZAAOULFY (O>YXTIN)

S Sy —— Ty
- ol alicll

B Domain Mames

[Protocol] Z&IRUET

[Protocol Number] Z A7 (1-254) LET
% Protocol: Custom(SRX Only) $8ERFDFHE%TE A]

O ooBdoR

Any [Start Port]. [End Port] ZAULET

o — % Protocol: TCP. UDP 1E8EROHE%TED]
Hor [ + ] T Protocol/Port ZBNNEEETEET
4 H 6 +

GRE Protoco Protocol Number €9  Start Port End Port

Custom Any W g

(SR Only)

© 2023 Juniper Networks JHQLEn;en!-l.il | 23
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Applications

(b) Apps
3.(b) [Apps] Z:&#IRLFT

() Custom Apps | @) Apps

a -

+

© 2023 Juniper Networks

Day 0. Design

Applications

[Apps] B&ERLEFT
() URL Categories @
B} (] 75 BAERFHOT S-S HERUES
(BELEIRA])

All Emails (SRX Only)
All Socials (SRX Only)

RERTEFT

All Video and Music (SRX Only)

Amazon Prime
Amazon Video
Apple Audio
Apple iCloud
Asana
Atlassian

AWS
BitTorrent

oneeha | 2

Juniper Business Use Only



Day 0. Design

Applications

(c) URL Categories

3.(c) [URL Categories] Z:&RUE T
> IDP/URL Filtering®34 > ANNETY

Applications

e [URL Categories] ZiEIRUFE T
() Custom Apps () Apps | (@ URL Categories €
E [+] H5 URL Category Groups/URL Categories %
E URL Categories ERUET (FEEGERA])
+

URL Category Groups
Al RERTEET
Standard
Strict
URL Categories
Adult

Advertisement

Arts and Entertainment
Business

Career and Education

Collaboration -

) Uniper 41 25
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Applications

Traffic Type

4.(a) [Traffic Type] ZXZ1—H5:ERLFET

X Custom Apps

ADVAMNCED SETTINGS

Traffic Type

=Jur==

ax AE

Default

Default

Data Best Effort
Data Interactive
Data Mission Critical
Data Scavenger
Gaming

Management Interactive

© 2023 Juniper Networks

Management M2M
Remote Deskiop

Video Streaming

2]

Video Streaming Scavenger B

VolIP Audio
VolP Signaling

VolIP Video

Custom

ADVANCED SETTINGS

Traffic Type

| Custom

Failover Policy

® Revertible () Non-Revertible

Traffic Class

Best Effort

DSCP Class (SSR Only)

8

Maximum Latency

Maxirmum Jitter

Maximum Loss

Juniper Business Use Only

Day 0. Design

Applications

GO0 80R

[Failover Policy] #:&EULEY
[Revertible] [Non-Revertible]

[TraffIC ClaSS] %L?Rbgsg— Best Effort

High
[DSCP Class] Z:#&RUFT Medium
SSR D .

[Maximum Latency] Zs&EULFY

[Maximum Jitter] Z5%ELFT

[Maximum Loss] Zs%EULEY

e |



Day 0. Design

Applications

Traffic Type

4.(b) [Traffic Type] ZAZ1—H"S5ZFIRUET
3 Apps/URL Categories :%EhF

Applications

Apps/URL Categories %EMR(E. Traffic Type (FBETREINET
FEF9321545. [Override Settings] (CFIv % ATVUEIRULET

ADVAMNCED SETTINGS |:| Owerride Settings -~

Traffic Type

Default

) Uniper 41 27
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Day 0. Design

Applications

SNurincia
X AEJG

5. [Add] Z2UwJU. Application O&EEZE TUET
BEHEIFRITDHES(E. EROFIEZEHRLEFT

Applications

T~

B37F Application ZiRELIGE(E.
[Save] ZJUvIU TRFLED

) Uniper 41 28
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Application Policies
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Day 0. Design

Application Policy

Application Policy

1. [Organization] h5 [Application Policy] % 2. [Add Application Policy] #0UvyJUE9
2V ILFT

(+) wan Edges

Administrators Applications Campus Fabric Device Profiles There are no Applicatic«n Policies defined ‘J',-’E"t

9 mist Edges

Audit Logs Switch Templates Labels

| Add Application Pelicy ||
)

ﬁf Location Inventory Hub Profiles RF Templates

Mobile SDK Network Topology WLAN Templates

::[][] Analytics
Settings Metworks

O site . ' .
oo Site Configuration WAN Edge Templates

THU, 1043aMm 2 O 9

@ Organization Subscriptions

NOTE | Add Application Policy ||| Edit Applications |

/g4 RCEU Application Policy ZiEA 9 %1%& . Organization T e ——

H50%716L. Template (C Import LS BE7z0 Application Policy K284 1.
Organization T® Application Policy D& EFEBEL. Template t° A L(CRRESNET

&5 WAN Edge TEREIDELTESET

© 2023 Juniper Networks Juniper Business Use Only JL-_J_nLE;emr.'I.' | 30



Day 0. Design

Application Policy

Application Policy
3. &)\ox—s%aEELET B

1]

Application Policy

I:I NAME MNETWORK / USER (MATCHING ANY) ACTION APPLICATION / DESTINATION (MATCHING ANY) IDP
O ]v + | vy + Mone - o
HyHL TS A EBLES S
\/ Allow only
B [+] 29UyI0L T, FHERUE Network(user) Z&RUES v Allow
(%E’;QE?REJ ) Strict
) 4 Block Alert
B [+] ZOUvIUT. FHIYERUIZ Application Z&EIRUET None
(FEELEIRTT)
B} [Action] ZERUES (Allow or Block)
SRX Critical Only EFEERIRESJRFrZARHU. HEET7 D232 %FIT(SRXDH)
B IDP OTOI7IVEEIRUES Standard I>49—T 54 XBIE#ES 2 F v (Juniper Recommended)
. EREDHD NI T1YIICEBURIZER/NRIHNZ B8, &R DY
NOTE Strict D—$7\“ iy ’Jjﬁ g e ~ =
Organization Tld. Traffic Steering OZEFTEEEA Alert F3—hDdr. 79232130
Template £fz(& & WAN Edge TiREZITVET None IDP 3

© 2023 Juniper Networks JHQLEn;en!-l.il | 31
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Day 0. Design

Application Policy

Application Policy

4. [Save] 27 IU TR EZRRFLET
EBEGELTE T 5L FEROFINEZEIRUET

Application Policy

FRL1155PM 2 Q3@

) Uniper 41 32
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Day 0. Design

Standalone
WAN Edge Template — Standalone

M



WAN Edge Template
- Standalone

T> T — bOERY
INFO
APPLIES TO SITES
IP CONFIGURATION(OUT OF BAND)
NTP
DNS SETTINGS
SECURE EDGE CONNECTORS
WAN
WAV
TRAFFIC STEERING
APPLICATION POLICIES
ROUTING

BGP

STATIC ROUTES
CLI CONFIGURATION

M



T~V NI =R/ RO —

Standalone / Hub & Spokes
Y NI =Dt RK

Standalone Hub & Spokes
Mist Cloud Mist Cloud
&y
[

WAN Edge
Template

.z .

™
—
-/

———

(f::ZD Eaar Ciii:::::b
_—7

EEEIEDRIEE

o Overlay

) Uniper 41 35
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Day 0. Design

FYNI—=O18R%/ MO —

WAN Edge Templates
Standalone

Organization

- Organization T. ENZNER
Gﬁa <] < Networks
O—O

— N
—@ < Application
Networks  Applications Apgil)cl:izson < Application Policy

WAN Edge Templates < Hub Profiles Z5%7E )
< WAN Edge Templates(Standalone) Z:%7E
Standalone

Site 1..N
: XIYOAO': Egg;fgfg)agement 1. WAN Edge Template(Standalone)ZI0XT
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WAN Edge Templates

WAN Edge Templates

1. [Organization] 5 [WAN Edge Templates] % 2. 7L —h&% [Name] (AT 72T —bD Type (&
w4, [Create Template] Z0UyIUET [Standalone] Zi#EiR. [Create] 20 UwIULET

[Create form Device Model] (CF1vIU. [Model] ZiE#IRIBET.
BEFINCEDT> T —NDOBERAERIEETI (AT2AY)

E] Access Points

: Administrators Applications Campus Fabric Device Profiles NEW TEMPLATE . 53R SR
Switches
S5R120 SR¥300
Audit Logs Application Policy Switch Templates Labels
(+) wan Edges N _ _ SSR130  SRX320-POE
= Client Onboarding Hub Profiles Mist Edges Name
S5R1200 SRX320
<7 Location Inventory Network Topology Mist Tunnels WAN_Standalone -
SSR1300 SR¥340
_ Mobile SDK Networks Pre-shared Keys
ool] Analytics . SER1400 SRX345
Settings RF Templates TL-"PE'
O site ® Standal Spo =sRTS00 SFAsED
oo Site Configuration WLAN Templates ~landaions poRe
SRX550
@ organization LR W| Create from Device Model e
SRX1500
Model SRX1600
MON, 10:43PM 2 O (3 SRX300 W SRX2300
M SRX4100
[ Import Template J Create Template CRX4200
—_— —_ W _Er'.l'_'_' —_
- EFIUTEDWVEREDT>T Cancel SRX4300
o N dnce
~ e L5 7= I/_ Fb\ﬂfﬁkénia_ SRX4600
12— PMOEJEET Y SRXAB00
© 2023 Juniper Networks JHQLE;emr.'F | 39

Juniper Business Use Only



Day 0. Design

WAN Edge Templates R e T e

Create from Device Model

NOTE

[Create from Device Model] T [Model] #iEiR9 2L, BEINICRETENNET Type

@ standalone () Spoke

f511) SRX300 - B
y y Template b\ |w| Create from Device Model
Traffic Steering ERanNEd odel
lan: ge-0/0/1-6 wan2: ge-0/0/7 (DHCP) WAN:
St e L) 24)T D | Name | Interface | Type | IP Configuration |
SRX300 wan ge-0/0/0 Ethernet DHCP
m \/ any wan?2 ge-0/0/7 Ethernet DHCP
Traffic Steering: lan — wan (Ordered) LAN
m
Netwo_rk(l_an) & APphcat'On(anY) ) lan ge-0/0/1-6 Yes DHCP Server
Organization (C/ERENET .
Network: Traffic Steering:
mm _Name | Strategy | _Paths _
lan 192.168.1.0/24 wan Ordered wan
Application: Application Policy:
| Name | Type | IP Address | Protocol | Traffic Type _ mmm
any Custom Apps 0.0.0.0/0 Any Default Internet any an Allow

1

eS| w0
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Assign to Sites

[Assign to Sites] z297Uws. 7> 7L —bzi@RA9 3 [SITE] OFIvIRwIRCFIvIZ AN, [Apply] Z9UwIUT,
HANIT I - MEEIDHTET

WAN Edge Templates

APPLIES TO SITES

Assign Template to Sites X
O O Assign to Sites
sies wan EEIEES

0 sites, 0 WAN Edges using template WAN_Standalone

Select Sites to assign to template WAN _Standalone

g H( NG T WAN Edges 21 || BALTWST>TL—K&
JOVTTHA ORI | ) WV = L5ofs
Tokyo 0
O osaka 0
EELEIR D] O Fukuoka 0
[J  Factory-2 0
[J  Factory-1 0
J bc 0

) Uniper 41 41
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IP CONFIGURATION (OUT OF BAND)

Day 0. Design

WAN Edge Templates

[IP CONFIGURATION (OUT OF BAND)] Z&%7E(DHCP/Static) L& 9

STANDALONE g IP CONFIGURATION (OUT OF BAND)

/NODEO NODEOISTAN& DHCP(F7AILR)
IP Address
(O static
— _J VLAN ]
NODE1 rg NODET
IP Address
@ pHcP O static
VLAM ID
|

Out of Band OEIEBEE N T1vr%z. EEFHD
VRF A2 X522 ENDHTHECLD., BEDEEL
BIRBEZDEEI LN TEXT

© 2023 Juniper Networks

B0 E D0 E

IP CONFIGURATION (O

IP Address

() DHCP | @ Static

NODEO/STANDALONE

IP Address

UT OF BAND) BITE IP 7 RLAFI FHBRF (&
Static ZiEiR

STANDALONE or NODEO

[IP Address] Zs%ELFY

Subnet Mask

E [Subnet Mask] ZZELET

Gateway

B [Gateway] ZETELET

VLAN ID

E) ([VLAN ID] ZELEY

NODE1

IP Address

NODE1 (Chassis Clustert&hikh¥)

B [IP Address] Zs%ELE T

Subnet Mask

Gateway

E [Subnet Mask] Z:&XTELFT

[Gateway] ZERELET

VLAN ID

r Business Use Only
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WAN Edge Templates

NTP/DNS
[NTP Servers] Zs%EUFI (AYXTID) [DNS Servers] Zs2ELZE I (A2NIXLIN)

WAN Edge Templates

NTP DNS SETTINGS
MTF Servers DNS Servers
time.google.com 8.88.88.8.44

(Comma-separated IPs and Max 3)

DS Suffix (SEX Only)

(Comma-separated IPs/Hostnames)

(Comma-separated Domains and Max 3) \
DNS Suffix (A7>3>)

) Uniper 41 43
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WAN Edge Templates

SECURE EDGE CONNECTORS [ BETA
1. [Add Provider] #9UwILFd 2. [Provider] (FEC 5 91T D& ENBIRETT

WAN Edge Templates

O Juniper Secure Edge(IPsec Only)
O Zscaler (IPsec / GRE)

O Providers O Custom (IPsec / GRE)

e FROVIDER O Zscaler(Auto) %

O Juniper Secure Edge(Auto) X

SECURE EDGE CONMNECTORS ~ BETA

There are no Providers defined yet

[ AddProvider | X Auto MiZE. [Credentials] DESENNETY
‘ - Organization > Settings > Secure WAN Edge Integration
> Add Credentials

NOTE

Type: Secure Edge Connector Z:%EUTE Traffic
Steering & Application Policy O ENMNETY

) Uniper 41 45
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WAN Edge Templates

SECURE EDGE CONNECTORS | BETA

Juniper Secure Edge (IPsec Only)

[Name] Z5&ELET

[Juniper Secure Edge(IPsec
Only] Z#ERLFT
[Local ID] ZEXTELET

[Pre-Share Key] %
RELET

[IP or Hostname] %
RELET
[Probe IPs] ZE&ELET

[Remote IDs] Z5%ELE T

[Add Interface] T
WAN H5:EIRUE T

© 2023 Juniper Networks

Add Provider

Mame
Provider
Juniper Secure Edge (IPsec Only) hd
Local ID
Pre-Sharad KE“ (Clear Text)
Reveal

PRIMARY

IP or Hostname

Probe IPs

Remote IDs

WARN Interface

Add Interface

—

SECONDARY

P or Hostname
—_—

Day 0.

Probe IPs

Remote IDs

= =t
= (=)

WAN Interface

.
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Add Interface

= =
W N

Design

WAN Edge Templates

[IP or Hostname] %
RELET
[Probe IPs] ZE&ELET

[Remote IDs] ZE&ELFT

[Add Interface] T
WAN hoERUE T

[Add] 270y IULEd

= R



WAN Edge Templates

SECURE EDGE CONNECTORS | BETA

Zscaler (Protocol:IPsec)

[Name] Z5%ELET
[Zscaler] Z:&EIRUET
[IPsec] Z:#EIRULFT

[Local ID] ZEXTELET

(>Rl -

[Pre-Share Key] %
RELET

© 2023 Juniper Networks

Add Provider

Name

Provider

Zscaler

Protoco

® psec | O GRE

Local ID

Pre-Shared Key (Clear Text)

Reveal

PRIMARY

IP or Hostname

Day 0. Design

WAN Edge Templates

10.0.0.1 B [IP or Hostname] %
RTELFT
Probe IPs
[Probe IPs] %Z:%7E
o LE9
WAN Interface
Add Interface B [Add Interface] _6

SECONDARY 2

Mode

® Active-Standby (O Active-Active

iness Use Only

WAN Hh5iEIRUE S
a Secondary TiBiN
IEE)

Secondary FRERHS
#E Mode Z&EIRLET
([Active-Standby] or

[Active-Active])

[Add] Z7UyIUES

oneeha | @
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WAN Edge Templates

SECURE EDGE CONNECTORS | BETA

Zscaler (Protocol:GRE)

[Name] Z5%ELET
[Zscaler] Z:#&EIRUET

[GRE] Z3#IRLET

[IP or Hostname] %
RELET

[Tunnel IPs] ZE&ELF T

[Probe IPs] #:&ELET

[Add Interface] T
WAN Hh5iEIRUET

© 2023 Juniper Networks

Add Provider

Day 0. Design

WAN Edge Templates

SECONDARY

[IP or Hostname] %

BXIELET

[Tunnel IPs] Z5%ELET

Mame
IP or Hostname
Provider
Tunnel IPs
Zscaler W
Protoco
Probe IPs

) Ipsec | ® GrRE

[Probe IPs] ZE&ELET

3 8 8
=

Add Interface [Add Interface] t“
WAN h5:EIRUET

) E1/F Mode #iBIRUET

(SRX Only: Static Public WAN IP is required)
WAN Interface
PRIMARY
IP or Hostname
Tunnel IPs Mode
@ ActiveStandby (O Active-Active
Probe IPs

WAN Interface

Add Interface

Juniper Business Use Only

([Active-Standby] or
[Active-Active])

[Add] Z7UyILES
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WAN Edge Templates

SECURE EDGE CONNECTORS | BETA

Custom (Protocol:IPsec)

[Name] ZiXELET
[Custom] Z:ERULFT

[IPsec] Z:&RUET
[Local ID] ZEXELET

[Pre-Share Key] %
REULET

[IP or Hostname] %
REULET

[Probe IPs] Zi&ELF YT
[Remote IDs] Zs&ELE T

[Add Interface] T
WAN H5iEIRUE T

© 2023 Juniper Networks

3des

L shat : Day 0. Design
S shaz 2
aes_gam128 . 14 WAN Edge Templates
aes256 e 19
aes_gcmase Hone 20
L/
Add Provider IKE V2 PROPOSALS
e — FT [Encryption Algorithm] %
—— SEIRLET
Authentication Algorithm
o = -] [Authentication Algorithm] %
— ERUET
F:C;Zc O GRe I| - VI [DH Group] %E?Rbgsg—
Lifetime
l | | 3600 | [Llfetlme] ZERXTELET
(Number of seconds in range (180, 86400))
Pre-Shared Key (Clear Text)
I I e Encryption Algorithm . )
IP or Hostname | 3des V) \[Encryptlon A|90r|thm] %
| Authentication Algorithm &}Rbia_
Probe IPs BB v [Authentication Algorithm] %
| e EIRUET
Remote 105 | L: 4 [DH Group] B&RLET
Lifetime
[0 | [Lifetime] Z33FELFS
(Number of seconds in range (180, 86400))
Add Interface Cancel [Add] %OU\\JOLlasa_

Juniper Business Use Only
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WAN Edge Templates

SECURE EDGE CONNECTORS [EETA
Custom (Protocol:GRE)

Day 0. Design

WAN Edge Templates

Add Provider X ‘
(SRX Only: Static Public WAN IP is required)
Name IP or Hostname
. [IP or Hostname] %
[Name] 233 ELET | n el ag
Provider Tunnel IPs
E [Custom] B&IRLET | coseom v B [Tunnel IPs] ZE&ELFT
Probe IPs
Protocol J—
B} (GRE] £BiRUET B B [Probe IPs] #3&ELES
WAN Interface
I

© 2023 Juniper Networks Juniper Business Use Only

Add Interface [Add Interface] C

WAN HSiERULES

B} (Add] &29UyoLES
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WAN Edge Templates

SECURE EDGE CONNECTORS | BETA

Zscaler (Auto)

Day 0. Design

WAN Edge Templates

[Organization] H*5 [Settings] @ [Secure WAN Edge Integration] (CT [Credentials] Z&&xUEX I

Secure WAN Edge Integration

Add credentials for integration with secure WAN Edge

providers

Add Credentials

Provider Username

[Add Credentials] %
TIIUET

© 2023 Juniper Networks

Actions

Add Credentials

Provider
@) Zscaler | () JSE

Email Address

X

[Zscaler] ZEIRLET

marvis@juniper.net

B [Email Address] #E%7E

Password

LET

[ Show | n [Password] Z:&ELET

ml B [Partner Key] Z:&EULET

Cloud Name

zscalerbeta.net

ﬂ [Cloud Name] & FEUET

uniper Business Use Only

Add

Cancel
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WAN Edge Templates

SECURE EDGE CONNECTORS | BETA

Zscaler (Auto)

[Name] Z5&ELET

[Zscaler(Auto)] #iEiR
LT

[IP or Hostname] %
RELET

[Tunnel IPs] %5%7E
LET

[Probe IPs] %Z:%7E
LEYT

[Add Interface] T
WAN hoERUET

© 2023 Juniper Networks

Add Provider

Name

SECONDARY

IP or Hostname

Day 0. Design

WAN Edge Templates

Provider

Zscaler (Auto)

Tunnel IPs

(SRX Only: Static Public WAN IP is required)

PRIMARY

IP or Hostname

Probe IPs

Tunnel IPs

Probe IPs

8 S

WAN Interface

Add Interface

Mode

@ Active-Standby () Active-Active

WAN Interface

Add Interface

Juniper Business Use Only

- =
=t ()

[
N

[IP or Hostname] %
RELET

[Tunnel IPs] %%7E
LET

[Probe IPs] %:%7E
LEFYT

[Add Interface] T
WAN h5:EIRUE T

=Jur==>

Secondary %7€ RF(d

#F Mode Z:EIRLF T
([Active-Standby] or
[Active-Active])

[Add] Z27)vIUL&Ed

oneeha | =2



Day 0. Design

WAN Edge Templates

WAN Edge Templates
SECURE EDGE CONNECTORS [BETA

Juniper Secure Edge (Auto)
[Organization] H*5 [Settings] @ [Secure WAN Edge Integration] (CT [Credentials] Z&&xUEX I

. Add Credentials X
Secure WAN Edge Integration
Provider
Add Fredent|al5 for integration with secure WAN Edge O zscaler| ® JsE E [_]SE] HERULET
providers - -
Add Credentials cmal Address | dd %Erb-—'—-
‘l marvis@juniper.net B [Emal A ress] i A
LE9
Provider Username Actions
Password

n [Password] Z:&TELET

Add Cancel

[Add Credentials] %
TIIUET

) Uniper 41 53
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WAN Edge Templates

SECURE EDGE CONNECTORS | BETA

Juniper Secure Edge (Auto)

[Name] Z5&ELET

[Zscaler(Auto)] #iEiR
LT

[IP or Hostname] %
RELET

[Tunnel IPs] %5%7E
LET

[Probe IPs] %Z:%7E
LEYT

[Add Interface] T
WAN hoERUET

© 2023 Juniper Networks

Add Provider

Name

SECONDARY

IP or Hostname

Day 0. Design

WAN Edge Templates

Provider

Juniper Secure Edge (Auto)

Tunnel IPs

(SRX Only: Static Public WAN IP is required)

PRIMARY

IP or Hostname

Probe IPs

8 S

Tunnel IPs

Probe IPs

WAN Interface

Add Interface

Mode

@ Active-Standby () Active-Active

WAN Interface

Add Interface

Juniper Business Use Only

- =
=t ()

[
N

[IP or Hostname] %
RELET

[Tunnel IPs] %%7E
LET

[Probe IPs] %:%7E
LEFYT

[Add Interface] T
WAN h5:EIRUE T

=Jur==>

Secondary %7€ RF(d
#F Mode Z:EIRLF T
([Active-Standby] or
[Active-Active])

[Add] Z27)vIUL&Ed

oneeta | s



WAN Edge Template
- Standalone

WAN

M



Day 0. Design

WAN Edge Templates

WAN Edge Templates

WAN
[Add WAN] ZJUyJU. [Name] ZsXTELET WAN Type (ETEC 3 1T DKENTIGETT
Q Ethernet
There are no WAN configurations defined yet Q DSL
Add WAN : D Q
| Add WANS |
iz

I TIHEREHD WAN h'ddima (3.
WAN —&04HA E(CRRENET

P 1 DRI ED WAN ZERTE T BN HDET
WAN & (IENSEETEIEA

) Uniper 41 56
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WAN Edge Templates

WAN > WAN Type: Ethernet

WAN Type: Ethernet O FEIEBZHEEZLET

[Name] ZiXELET
E [WAN Type] Ethernet

B [Interface] ZEINLTET

Options

Q Port Aggregation(SRXMD4+)
0 Redundant

Q Alert (UP/Down Port)

B} [VLAN ID] #ELES

© 2023 Juniper Networks

Add WAN Configuration

Name

IP Configuration

@® DHCP () Static () PPPoE

Source NAT

() Disabled

AN TVDE ® Interface (O Pool (SRXOnly)
@ Ethernet | (O DSL (SRXOnly) (O LTE

Traffic Shaping (S5R Only)
Interface I-Z:::Z- Enabled (@ Disabled I
(ge-0/0/1 or ge-0/0/1-5 or reth0, comma separated values supported for Auto Negotiation
aggregation)

[ ] Port Aggregation (SRX Only)

[ redundant | BETA

|_| Emable "Up/Down Port” Alert Type @
{Manage Alert Types in Alerts Page)

VLAN ID

® Enabled () Disabled

Juniper Business Use Only

Day 0. Design

WAN Edge Templates

[IP Configuration] %
ERUET

[Source NAT] Z:&7E
LEYT

[Traffic Shaping] =
RELFI(SSRDH)

[Auto Negotiation] Z
REULET

(2 I ~ I o I

oneehe |57
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WAN Edge Templates

WAN Edge Templates
WAN > WAN Type: Ethernet

1. [Name] ZeXELET 2. [WAN Type] T [Ethernet] Z&{RUET
MName WAN Type
@ Ethernet |(O) DSL (SRXOnly) (O LTE
© 2023 Juniper Networks Juniper Business Use Only JH‘Q!‘E':‘e“’r..il | >8
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WAN Edge Templates

_ WAN Edge Templates
WAN > WAN Type: Ethernet > Interface /Interface Options

3. [Interface] ZEINZTF I (Port Aggregation. Redundant. Up/Down Alert(dA7>3>)
4. [VLAN ID] #5%ELET

12971 —-ADEINHT

- e P ~ SN ~w YTy A V4 L]
Interface r 73/7IZt)JD’(‘DI//y}EE'ﬁEﬁEUDé'CEJHE(reth,ae)
1
| geotgo0  |He=—- !
= . === —
(ge-0/0/1 or ge-0/0/1-5 or reth(, comma separated values supported for El Port Aggregation (SRX Only) 4 Port Aggregation ZRER(CF 1YY
aggregation} || Disable LACP % LACP ZfEzh1b
P gregation (SRXOMl) pe——-—_——_—— e e e e e e e e e ——— —
[ ] Port Aggregation (SRX Only) - I ] Enable Force Up © % force-up w#55ML
[ ] Redundant [BETA| |f==m——ceeeeememmmmmme e ) R — e
: AE Index (0-127) t! ae 4‘/’5’71—10)'()7’717&}5;35
[_] Enable "Up/Down Port" Alert Type® | | I
(Manage Alert Types in Alerts Page) : :
| 1
. I — ~ — —
VLAN ID i ! ] Redundant (BETA —J Redundant 4>471— 2% B ERCF VY
i —— ] |
1 [ (S Inky) — ~ >, =
A I T LREA IR0 T IR
1
1 1
I imary Node | nodeo v .
i ! rimaryNode | noded 9 node(node0/node1)%;5&4R
o
o
| oS- > IR—hD UP & Down 75— MaBE#)
I
S + VLAN ID O&%7E
© 2023 Juniper Networks Juniper Business Use Only JHQLEn;en!-l.il | 59
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WAN Edge Templates R e T e

WAN > WAN Type: Ethernet > IP Configuration
5. IP Configuration Zs%EU%9 (DHCP/Static/PPPoE)

Authentication(None/CHAP/PAP) Z3&RUZ Y
IP Configuration CHAP/PAP %?RH§(3:\ Usel"name t Password ﬁgrﬂbibi?

P O swatic (O PPPoE

IP Configuration

() DHCP

m Authentication ! None: Eig\%IEU[J
None v |

Static IP 7RLAZERTELET
 IP Address

« Prefix Length

+ Gateway Authentication Authentication

CHAP v PAP v I|

IP Configuration

DHC () PPPOE Username Username
IP Address Prefix Length |
/ I| Password Password
Gateway I I Reveal I I Reveal
|

CHAP: Username/Password Z:%7E PAP: Username/Password %:%7E

) Uniper 41 60
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WAN Edge Templates

WAN > WAN Type: Ethernet > Source NAT
6. Source NAT Zz%7E (Interface/Pool/Disabled) LY

Interface NAT Z:%FEUFT

WAN Edge Templates

Source NAT WAN Ednge D WAN 125T1—2D
J K 2R
@ Interface | O Pool (SRXOnly) (O Disabled 7 RUR(CEHILET

BRI (srx Only)

Pool 7RLAZERTELE T
[IP Address] & [Prefix Length] Z5%EULFT

Source NAT

() Interface | @ Pool (SRX Only) | O Disabled

P Address Prefix Length % Pool TI\DZ(:Embig_

|
Disabled

NAT ZfERUEEA (X))

Source NAT o
;| NAT #E3)
() Interface () Pool (SRXOnly) |@® Disabled

© 2023 Juniper Networks Juniper Business Use On
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WAN Edge Templates

WAN > WAN Type: Ethernet > Traffic Shaping

7. Traffic Shaping (SSR Only) Z:&EULEY
Disabled

WAN Edge Templates

Traffic Shaping ZiELFE A (FERD)

Traffic Shaping (S5R Only)
(O Enabled | @ Disabled

Enabled

Transmit Cap(kbps) Z:*ELET

Traffic Shaping (SSR Only)
(® Enabled | (O Disabled

Transmit Cap

(kilobits per second)

) Uniper 41 62
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WAN > WAN Type: Ethernet > Auto Negotiation

WAN Edge Templates

8. Auto Negotiation Z:&ELEY
Enabled
Auto Negotiation ZBZHCLET

Auto Negotiation

(@ Enabled | () Disabled

Disabled

Auto Negotiation Z#3h(CL. Speed(Auto/10M/100M/1G) &
Duplex(Auto/Half/Full) Z5%ELEX T

" . Auto
Auto Megotiation
(O Enabled |@® Disabled 10M
Speed 100M

Auto v 1G (5RX Only)
Duplex Auto

Auto A Half

Fu

) Uniper 41 63
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WAN Edge Templates

WAN > WAN Type: Ethernet

9. [Add] 27U T, WAN DsSEZR TUET
B2 O WAN Z2:5%TE 9 D adEFIEZE0RLFT

WAN Edge Templates

) Uniper 41 64
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WAN Edge Templates

WAN > WAN Type: DSL (SRX Only)
WAN Type: DSL (SRX Only) 0% E1EE %

[Name] ZE&XTELFT

B} [WAN Type] DSL

B [Interface] Z&ID=HTET

Options
Q Alert (UP/Down Port)

B3 [VLAN ID] Z&ELET

VPI (virtual Path Identifier).
VCI (virtual Circuit Identifier)

MIELFT

© 2023 Juniper Networks

Add WAN Configuration

Mame

2LET

Day 0. Design

WAN Edge Templates

IP Configuration

@® DHCP () Static () PPPoE

WAN Type

(O Ethernet | @ DSL (SRXOnly) | (O LTE

Interface

Source NAT

'.' Interface Pool (SEX C"Wl';.-‘]

() Disabled

Traffic Shaping (S5R Only)
[O Enabled @ Disabled |

(ge-0/0/1 or ge-0/0/1-5 or rethD, comma separated values supported for

Auto Negotiation

aggregation)
® Enabled () Disabled
[] Enable "Up/Down Port” Alert Type @
(Manage Alert Types in Alerts Page)
VLAN ID
P
DSL VP Add Cancel
DSLVC

Juniper Business Use Only

ol I~ R o

[IP Configuration] %
ERUET

[Source NAT] Z:&7E
LEYT

[Traffic Shaping] =
RELFI(SSRDH)

[Auto Negotiation] Z
REULET

e | e



Day 0. Design

WAN Edge Templates

WAN > WAN Type: DSL (SRX Only)

WAN Edge Templates

1. [Name] ZsXELET 2. [WAN Type] T [DSL (SRX Only)] #iZEIRUZE 9

WAN Type

(O Ethernet | @ DSL (SRXOnly}| O LTE

) Uniper 41 66
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Day 0. Design

WAN Edge Templates

WAN > WAN Type: DSL (SRX Only) > Interface /Interface Options

3. [Interface] ZEIN=HTEY (Up/Down AlertldAT>3Y)
4. [VLAN ID] #3&%UF9

WAN Edge Templates

Interface

A>2ATI-ADEINHT
N XL > DHETE THEEREIDZ TRlEE(reth, ae)

(ge-0/0/1 or ge-0/0/1-5 or reth0, comma separated values supported for

aggregation)
[ ] Enable "Up/Down Port” Alert Type @ | _ e > = =
(Manage Alert Types in Alerts Page) =D UP & Down 75 hi&ﬁ}b
VLAN ID
--------------- »| VLAN ID OEE

) Uniper 41 67
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WAN Edge Templates

WAN > WAN Type: DSL (SRX Only) > DSL VPI/VCI
5. [DSL VPI] & [DSL VCI] #:&EUEY

WAN Edge Templates

DSLVPI
1 : =
’ | | VPL: Virtual Path Identifier
DSLWVC
. _% VCI: Virtual Circuit Identifier

) Uniper 41 68
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WAN Edge Templates

WAN > WAN Type: DSL (SRX Only) > IP Configuration

Day 0. Design

6. IP Configuration Zs%EUL%9 (DHCP/Static/PPPoE)

IP Configuration

P O swatic (O PPPoE

Static IP 7RLRAZEEELEFT
« IP Address

« Prefix Length

+ Gateway

IP Configuration

() DHCP

IP Address Prefix Length

Gateway

© 2023 Juniper Networks

Authentication(None/CHAP/PAP) %z#&RUE Y
CHAP/PAP &IRBE (L. Username & Password Z3%ELFT

IP Configuration

O DHcp
Authentication ! None . EZ_;,JEIEULJ
None v

__PAP _

Authentication Authentication
CHAP v PAP VI|
Username Username
|
Password Password
I I Reveal I I Reveal
CHAP: Username/Password %Z&%7E PAP: Username/Password %%

e | e

Juniper Business Use Only
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Day 0. Design

WAN Edge Templates

WAN > WAN Type: DSL (SRX Only) > Source NAT
7. Source NAT Zz%7E (Interface/Pool/Disabled) LY

Interface NAT ZE%FEUFT

WAN Edge Templates

Source MAT W‘AN Egjg:re 0) WAN ’{\/971_10)
® Interface | O Pool (SRX Only) () Disabled TH/Z(LE;‘@L/&@

BT (SR Ony)
Pool 7RLA%Z5STELET

Source NAT

() Interface | @ Pool (SRXOnly) | O Disabled

IP Address Prefix Length :I Pool 7 H/Z(:’E}ﬁbij
| /

NAT ZfERUEEA ()

Source NAT e
;| NAT 3
() Interface () Pool (SRX Only) |@® Disabled
=
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Day 0. Design

WAN Edge Templates

WAN > WAN Type: DSL (SRX Only) > Traffic Shaping

8. Traffic Shaping (SSR Only) Z:&ELFY
Disabled

WAN Edge Templates

Traffic Shaping ZiELFE A (FERD)

Traffic Shaping (S5R Only)
(O Enabled | @ Disabled

Enabled

Transmit Cap(kbps) Z:*ELET

Traffic Shaping (SSR Only)
(® Enabled | O Disabled

Transmit Cap

(kilobits per second)

) Uniper 41 71
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WAN Edge Templates

WAN > WAN Type: DSL (SRX Only) > Auto Negotiation

WAN Edge Templates

9. Auto Negotiation Z:&ELEY

Enabled

Auto Negotiation ZBZHCLET

Auto Negotiation

(@ Enabled | () Disabled

Disabled

Auto Negotiation Z#3h(CL. Speed(Auto/10M/100M/1G) &
Duplex(Auto/Half/Full) Z5%ELEX T

) _ Auto
Auto Megotiation
() Enabled |@® Disabled 10M
Speed 100M

Auto v 1G (SRX Only)
Duplex Auto

Auto W Half

Ful
) =
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Day 0. Design

WAN Edge Templates

WAN > WAN Type: DSL (SRX Only)

10. [Add] 27)v-IU T, WAN OsSEZR TUEI
H2E D WAN 232 TE 9 % e EFIRZEIRUET

WAN Edge Templates

) Uniper 41 73
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WAN Edge Templates

WAN > WAN Type: LTE
WAN Type: LTE OEFEIEE#HRLFT

[Name] Z5%ELET
E [WAN Type] LTE

B [Interface] Z&ID=HTET

Options
0 Redundant
Q Alert (UP/Down Port)

n [LTE APN] Z&ELFT

B [LTE Authentication] %
RELEFT

= None

= CHAP

= PAP

© 2023 Juniper Networks

Add WAN Configuration x

Name

WAN Type

() Ethernet () DSL (SRXOnly)| @ LTE

Interface

(ge-0/0/1 or ge-0/0/1-5 or reth0, comma separated values supported for

aggregation)

[ ] Redundant | BETA

[] Enable "Up/Down Port” Alert Type @
(Manage Alert Types in Alerts Page)

LTE APMN (SSR Required, SRX Optional)

LTE Authentication

MNone AV |

MNone

CHAP

PAP

Source NAT

‘

® Interface

(O Pool (SRX Only)

() Disabled

Traffic Shaping (S5R Only)

I'ii:i' Enabled

(@ Disabled I

Auto Negotiation

® Enabled () Disabled
Add Cancel

Juniper Business Use Only

Day 0. Design

WAN Edge Templates

[Source NAT] Z:&7E
LEYT

[Traffic Shaping] =
RELFI(SSRDH)

[Auto Negotiation] =
REULET

ad S

et |7



Day 0. Design

WAN Edge Templates

WAN > WAN Type: LTE

WAN Edge Templates

1. [Name] Zs=ELFT 2. [WAN Type] T [LTE] Z:&#iRUET

WAN Type

() Ethernet () DSL (SRXOnly) | @ LTE

) Uniper 41 75
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Day 0. Design

WAN Edge Templates

WAN > WAN Type: LTE > Interface /Interface Options

WAN Edge Templates

3. [Interface] ZEINZTF I (Port Aggregation. Redundant. Up/Down Alert(dA7>3>)

Interface —
2201076 )_ ________ N A>HTTI—ADEINHT
NIRXYIDPL S DHETE TEEEIDS TrlEE(reth, ae)
(ge-0/0/1 or ge-0/0/1-5 or reth0, comma separated values supported for
aggregation) — - =
- ) Redundan: (JBETA —J Redundant 4>471— 2% B ERCFIVY
| | Redundant | BETA === ===ssmsssssmmsmmmmmmmmmer =
I Redundant Index (SRX Only) — ~ N = =1
T — L e e e e > ¥ —
|| Enable "Up/Down Port” Alert Type ® ) ﬁ TLRA>5IT ZO),{/TOZ%}E”E
(Manage Alert Types in Alerts Page) I N -
! rimary Node | nede0 ] node(node0/nodel)%3&iR
I
|
I
I
Pommmm e -+ R—bD UP & Down 75— MNeB3h

) Uniper 41 76
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WAN Edge Templates

WAN > WAN Type: LTE > LTE APN/LTE Authentication

Day 0. Design

WAN Edge Templates

4. [LTE APN] Z5%EUFY (SSR wZH, SRX AJ>3>) 5. [LTE Authentication] ZiEIRUF 9

LTE APN (SSR Required, SRX Optional) LTE Authentication

MNone

= :;J None: ZREERU

LTE Authentication

CHAP

— - CHAP

Username

% Username Zi%E

Passward

| Re---eel% Password Z:%7E

LTE Authentication

=

v PAP

Username

——1 Username %#5&7E

Password

] - —== Password Z&7%E

© 2023 Juniper Networks Juniper Business Use Only
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Day 0. Design

WAN Edge Templates

WAN > WAN Type: LTE > Source NAT
6. Source NAT Zz%7E (Interface/Pool/Disabled) LY

Interface NAT ZE%FEUFT

WAN Edge Templates

Source MAT W‘AN Egjg:re 0) WAN ’{\/971_10)
® Interface | O Pool (SRX Only) () Disabled TH/Z(LE;‘@L/&@

BT (SR Ony)
Pool 7RLA%Z5STELET

Source NAT

() Interface | @ Pool (SRXOnly) | O Disabled

IP Address Prefix Length :I Pool 7 H/Z(:’E}ﬁbij
| /

NAT ZfERUEEA ()

Source NAT e
;| NAT #%)
() Interface () Pool (SRX Only) |@® Disabled
=
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WAN Edge Templates

WAN > WAN Type: LTE > Traffic Shaping

7. Traffic Shaping (SSR Only) Z:&EULEY
Disabled

WAN Edge Templates

Traffic Shaping ZiELFE A (FERD)

Traffic Shaping (S5R Only)
(O Enabled | @ Disabled

Enabled

Transmit Cap(kbps) Z:*ELET

Traffic Shaping (SSR Only)
(® Enabled | O Disabled

Transmit Cap

(kilobits per second)

) Uniper 41 79
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WAN Edge Templates Day 0. Design

WAN > WAN Type: LTE > Auto Negotiation

WAN Edge Templates

8. Auto Negotiation Z:&ELEY
Enabled
Auto Negotiation ZBZHCLET

Auto Negotiation

(@ Enabled | () Disabled

Disabled

Auto Negotiation Z#3h(CL. Speed(Auto/10M/100M/1G) &
Duplex(Auto/Half/Full) Z5%ELEX T

" . Auto
Auto Megotiation
(O Enabled |@® Disabled 10M
Speed 100M

Auto v 1G (5RX Only)
Duplex Auto

Auto A Half

Fu

) Uniper 41 80
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Day 0. Design
WAN Edge Templates
WAN > WAN Type: LTE

9. [Add] 27U T, WAN DsSEZR TUET
B2 O WAN Z2:5%TE 9 D adEFIEZE0RLFT

oneehae | 8
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WAN Edge Template
- Standalone

LAN

M



Day 0. Design

WAN Edge Templates

LAN
[Add LAN] Z2UwJU. [Name] ZeXELE T

WAN Edge Templates

There are no LAN configurations defined yet

|| Add LAN k
| Add LANS |

I TIERREHD LAN hipdimald
LAN —E&0H E(CRRENET

LAN (Z. Organization > Networks H'S5i#RUEY
LAN & (FBHNSZETEEEA

) Uniper 41 83
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WAN Edge Templates

LAN

LAN O EIEEZMERLET

[Network] Z:&ERUET

(Organization > Networks)

E [Custom VR] ZEKTEI D
BaEFIVILET

B [Interface] ZEIDHTET

Options

Q Port Aggregation(SRX®D#)
0O Redundant

Q Alert (UP/Down Port)

B 5 VAN #ELES

© 2023 Juniper Networks

Add LAN Configuration

Day 0. Design

WAN Edge Templates

B [IP Configuration] %
REULET

Network IP CONFIGURATION
g IP Address Prefix Length
. 192.168.1.0 /] 24
| Custom VR (SRX Only)
(Subnet IF: 0.0.0.0)

Interface

(ge-0/0/1 or ge-0/0/1-5 or reth0, comma separated values supported for

aggregation)

|| Port Aggragation

[] redundant | BETA

[] Enable "Up/Down Port” Alert Type @
(Manage Alert Types in Alerts Page)

Untagged VLAN (SRX Only)

() Yes (@) No
(VLAN |D: <default=)

(G&IRUTZ Network DEEFHA

Redirect Gateway (SSR Only)

O IP 7RLAZERTE)

B [Redirect Gateway] #

DHCP CONFIGURATION

DHCE

® MNone () Relay () Server

Juniper Business Use Only

HELET
DHCP Zs&ELE T
= None

»= Relay
= Server

oneehar | e



WAN Edge Templates

LAN > Network / Custom VR

1. [Network] ZiEIRUE T
(Organization > Networks HN5i#1R)

Metwork
None ~
spoke-LAN | Organization > Networks H5
vy — EEERLLEOBERLES
DC

Create Network I

ﬁ Network QFFEIERET]

© 2023 Juniper Networks

Ju

niper

Day 0. Design

WAN Edge Templates

2. [Custom VR] Z5XE I DIHZEFIVILET
[Create Custom VR] TERk. fERkUIZ VR Z
ZEIRUET

W] Custom VR (SRX Only)

| MNone A4

Create Custom VR k

YERSEHD Custom VR H

‘ ERANET

Add Custom VR

Custom VR &%3%E

Mame /

test

Cancel
[Add] TYERL
JNeSrg | 8s

Business Use Only




Day 0. Design

WAN Edge Templates

LAN > Interface / Interface Options / Untagged VLAN

3. [Interface] ZZINDHT. [Name] ZEETELE T
4. [Untagged VLAN] Z:&EULET

WAN Edge Templates

12971 —ADEINZHT

————— =P S N ~n = Sefr AN V4 L
Interface E 7J/VIZUJD’(‘JI//*/?EE_C?E@%UDéFCEJH‘é(reth,ae)
| I ______ 1
(ge-0/0/1 or ge-0/0/1-5 or reth0, comma separated values supported for El Port Aggregation (SRX Only) 4 Port Aggregation %EQEH§(:9:I“J0
aggregation) [ | Disable LACP % LACP Z#3h{t,
[ ] Port Aggregation =~ = |pem=mmmmm s e e e o e e ————— -»> — =
[ [ enable Force up © ~ force-up #E31L
[ | Redundant [BETA| = msm s s s s s —s s ——sme s —— e i = —
: AE Index (0-127) <! ae 1 AI1I—ADA T IRZIETE
[_] Enable "Up/Down Port” Alert ype® | | :
(Manage Alert Types in Alerts Page) : |
! — S
Untagged VLAN_(SRX Only) . i v| Redundant [JBETA «% Redundant 12771 —AZ & ERFCF IV
() Yes @ No |[r=====———————————————— ! o
(VLAN ID: <default>) : E |____> Redundant Index (SRX Only) ﬁ }'TILE’f\/ng_ZO)’{\/;_OZ%}EfE
i : Primary Node | node0 v
E : rmaryloge | noceo = node(node0/node1)%;&iR
! l
1
I I
E Immmmm »| R—h® UP & Down 75— hzE%)
|
e »| 9JVLAN DETE

© 2023 Juniper Networks JHQLEn;en!-l.il | 86
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WAN Edge Templates

LAN > IP Configuration / Redirect Gateway

5. [IP Address]. [Prefix Length] #:&EULZEY
6. [Redirect Gateway] (SSRO#) %#EHTELET

WAN Edge Templates

IP CONFIGURATION

IP Address Prefix Length

/ 1. TEIRUI Network OSEFEMAID
(Subnet IP: 192.168.0.0) (Subnet Prefix Length: 18) Thbxﬁﬁﬁﬁbij

Redirect Gateway (S5R Only)
ﬁ SSR D%

© 2023 Juniper Networks JHQLEn;en!-l.il | 87
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Day 0. Design

WAN Edge Templates

LAN > DHCP
7. DHCP Z:&E(None/Relay/Server) U9

WAN Edge Templates

m DHCP Z{EAHURVEGE. [None] Z&EIRLET DHCP Relay Zs%E 9 %%, [Relay] Z:&IRU. [Servers] Z
RELET

DHCP CONFIGURATION
DHCP CONFIGURATION

DHCP

DHCP
(@ Mone | ) Relay () Server . g :
s () None] @ Relay | Server DHCP Relay Server 7
EIRUE T
Servers 7
—
(Comma seperated list of IP Addresses)
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WAN Edge Templates

LAN > DHCP

WAN Edge Templates

DHCP Server Z5%E 3 255, [Server] ZiEIRU, &NIA-FZHELFT

S Bl [DNS Suffix] ZRELES
-E:Tidone () Relay] @ server X;F}Eﬁ(ﬂ-/—ﬁ_ hﬂﬁg?%;ﬁ)
- S Code 15 or 119 TOEHEE

IP Start

[IP Start] (L—_Eﬁbé IP ﬁﬁrﬁfﬁ Server Options Add Option .
LE9 B [Add Option] T DHCP Server
N cose tame e elue Option(Code) OFEENBIEETT
B} [IP End] [CHET 1P &3
LEg Gatenay No options defined Add server Option v x
E} [(Gateway] #5BELET
DINS Servers Option 15 (domain-name) A |
[DNS ServerS] %Erﬂblﬂfbij Type value

(h)?lzt)]b\ %ggygfiiﬁ_[) (Comma seperated list of IP Addresses) fadn | Juniper.net |

I

domain-name = boot-file-name 67 boolean uint16
_— - 26 ) ) R
interface-mtu smtp-server 69 string uint32
: 33 )
static-routes pop-server 70 fqdn intd
e e 42 : N P
nip-servers domain-cearch 119 ipvd-address  int16
2
vendor-encapsulated-options - ) ) - i int32
P vivso-suboption: 125 i B
66
tfip-server-name
) UniPer 1 89
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Day 0. Design
WAN Edge Templates
LAN

8. [Add] 27)v/JU T, LAN OsSEZR TUET
B0 LAN 25%TE I dinadEFIEZENRLFT

e | o0

© 2023 Juniper Networks Juniper Business Use Only
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Day 0. Design

WAN Edge Templates

Traffic Steering

WAN Edge Templates

1. [Add Traffic Steering] Z7UvJIULE I Strategy Z&ERL. HED DRI (Path) %
IELEFT
There is no Traffic Steering defined yet /
Add Traffic Steering Strategy

| Add Traffic Steering Welghted m
_%

I TIHERREHD Traffic Steering A
HdHEF—EBOA LICRREINET Paths

Type

F O] BE MR IR Z B REDEVEDONBIIBICUANUET Connector
Ordered EBEEOSVE LMOREMERAIN. BEERAERT
ZOROWFENNECERINET
Weiahted & cost TEMIFURIEICEDZTO-RNT>3>)
g (NS TR RITVET Provider

ECMP FIAMO-RNZD 22T ZTVET

) Uniper 41 92
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Day 0. Design

WAN Edge Templates

Traffic Steering

2. [Name] %#5%7EL. [Strategy] (& [Ordered]. [Weighted]. [ECMP] DLW HziEIRL. [Add Paths] %
OVIIVES )

WAN Edge Templates

Name
Strategy
... Orderad Add Paths v X
O weighted N Type BOBREZLET
i verlay name is required
O EcvP P
Type
PATHS Add Paths » | | Overlay v |
Overlay
Type WAN
LAN
Secure Edge Connectar
No Paths defined
NOTE
SRX T(& Ordered OHHM—h&NnEd Standalone
Tld. Type: Overlay (HEIRTEFEA
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WAN Edge Templates

Traffic Steering > Strategy: Ordered
3.(a) Ordered: Type BIZBLARYNI—IZIETELET

Add Paths o Add Paths o
Type Type
WAN A' LAM
MName Netwaork
wan "4 lan

[Type] T [WAN] ZRIRUES

a [Network] (& WAN TEZEULZHOHS
EIRUET

© 2023 Juniper Networks

B¥ [Type] T [LAN] &5RLES

[Network] (& LAN TEZELUEDOHS
EIRUET

Juniper Business Use Only

Day 0. Design

WAN Edge Templates

Juniper Secure Edge (IPsec Only)

Secure Edge Zscaler
Connector Custom

Zscaler (Auto)
Add Paths
|uniper Secure Edge (Auto)
Type
ﬂ Secure Edge Connector Ay
Provider

|.| None

[Type] T [Secure Edge Connector] %
EIRUET

a [Provider] Z3&RUET

Q Juniper Secure Edge(IPsec Only)
Q Zscaler

a Custom

Q Zscaler(Auto)(SRX Only)

Q Juniper Secure Edge (Auto)

oneeta | o
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WAN Edge Templates

Traffic Steering > Strategy: Weighted
3.(b) Weighted: Type B 5By NI —DI%IEELET

WAN Edge Templates

Juniper Secure Edge (IPsec Only)

Secure Edge Zscaler
K LAN
Add Paths iy W Add Paths o v, Add Paths | Zscaler (Auto)
|uniper Secure Edge (Auto)
Type Type Type
WAN A4 LAN hd Secure Edge Connector W ‘
Name Network Provider
wan’ v LAN v None v ‘
Cost Cost Cast
100 100 100 ‘
[Type] T [WAN] &&IRUES B} (rypel T [LAN] BRIRUET \[;}’}gig [Secure Edge Connector] %
2=
] = - g \\H_'EE : \\ R .
Bl [[etvorkd i WAN TEHELEONS Lo vorkd (& LAN CERLIZBonS B} [Provider] #%RUES
ZEIRL = Q Juniper Secure Edge(IPsec Only)
B} [cost] #ELEY B} [Cost] #8%ELFY Q Zscaler
a Custom
Q Zscaler(Auto)(SRX Only)
Q Juniper Secure Edge (Auto)
© 2023 Juniper Networks B [COSt] %Eﬁmbig_ JHQLEn;en!-l.il | 95
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WAN Edge Templates

Traffic Steering > Strategy: ECMP
3.(c) ECMP: Type 8BI(FEHERYNI—DZIETELET

Add Paths o Add Paths o
Type Type
WAN A' LAM
MName Netwaork
wan "4 lan

[Type] T [WAN] ZRIRUES

a [Network] (& WAN TEZEULZHOHS
EIRUET

© 2023 Juniper Networks

B¥ [Type] T [LAN] &5RLES

[Network] (& LAN TEZELUEDOHS
EIRUET

Juniper Business Use Only

Day 0. Design

WAN Edge Templates

Juniper Secure Edge (IPsec Only)

Secure Edge Zscaler
Connector Custom

Zscaler (Auto)
Add Paths
|uniper Secure Edge (Auto)
Type
ﬂ Secure Edge Connector Ay
Provider

|.| None

[Type] T [Secure Edge Connector] %
EIRUET

a [Provider] Z3&RUET

Q Juniper Secure Edge(IPsec Only)
Q Zscaler

a Custom

Q Zscaler(Auto)(SRX Only)

Q Juniper Secure Edge (Auto)

NS | o



Day 0. Design

WAN Edge Templates

Traffic Steering

4. [Add] #9UvSIU T, Traffic Steering O EZFETUET
BHERTE IS IEFIEZENRUEFT

WAN Edge Templates

) niper -t
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APPLICATION POLICIES

M
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WAN Edge Templates

Application Policy

WAN Edge Templates

1. [Import Application Policy] Z2UvyJULE 9
2. ERI(CER(Organization > Application Policy) Uz Application Policy (CFTvZUT. [Import] LT

There are no Application Policies defined yet

) I TI/ERGEHD Application Policy H
“ Add Application Policy | @51%3(;_%0)EJ:(:§T_\3“35§_

ar k. 7

I| mport Application Policy

Import Application Policy | Add Application Policy | | Edit Applications |

Import Application Policy x
[a e
Displaying 3 of 3 total Application Policies
D NAME METWORK f USER (MATCHING ANY) ACTION APPLICATION / DESTINATION (MATCHING ANY) |DP €
O DC_INTERNET
O  DstNaT
spoke_ANY NOTE

EHLERIRE e [Add Application Policy] T7>JL—MAT®

Policy MENNERIEETT

| Import Cancel

Juniper Business Use Only
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Day 0. Design

WAN Edge Templates

Application Policy

3. [+] #9UWIUT. 5B56/\ LR B Traffic Steering ZE|DHTET
BEEETE I D% 5(d. [Import Application Policy]. £fz(&. [Add Application Policy] TENMUET

WAN Edge Templates

APPLICATION POLICIES ¥ /\ Destination zone in SRX is determined by the Traffic Steering path. Please ensure that policies have Traffic Steering assigned.

a5

Import Application Policy || Add Application Policy || Edit Applications

Displaying 1 of 1 total Application Policy

I:I NO. MAME ORG IMPORTED MNWETWORK f USER [MATCHING AMY) ACTION APPLICATION # DESTINATION (MATCHING ANY) IDP 0 TRAFFIC STEERING

O spoke_ANY v +

. —

Template 15 Import Uz Policy (C . a
(I v 7_073‘\33353_ J Internet
Traffic Steering Ts&EU
S0k st3 NVES)
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Day 0. Design

WAN Edge Templates

BGP
[Add BGP Group] Z20UvyJULET

WAN Edge Templates

There are no BGP group configurations defined yet — -
I CIEREHD BGP Groups h'$3

(| Addsoparoup | L | EAE—BOA FICERRINET

| Add BGP Groups F

BGP :%7E C Routing Policy Z&189 3155,
FRICGRELTHEFT

) Uniper 41 102
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WAN Edge Templates

BGP > Routing Policy

1. [Routing Policy] 20UvJIULE 9 2. [Name] %#3%7E. [Add Terms] TRUS—%3&ELFT
(BEESTED])

Add BGP Group = Add Routing Policy ®

WAN Edge Templates

Mame is required

BGF | Routing Policy

Mame
ROUTING POLICY Create Policy I
Mame Terms TERMS Add Terms
Prefix AS Path Protocol Community Action
There are no Routing Policies defined ye
Mo Terms defined
© 2023 Juniper Networks Juniper Business Use Only JHQLEn;en!-l.il | 103



TERMS

3. [Add WAN] =JUv)ILFEd

Add Term

Prefix

AS Path

(Explicit match x.c00fy, range match e y-z)

g

Protocol

MNone

Community

Then

(1-42594967294 seperated by "' or a Regular

Expression)

Accept

Add Action v

© 2023 Juniper Networks

WAN Edge Templates

BGP > Routing Policy

E

Day 0. Design

WAN Edge Templates

[Prefix] Z5%ELET
= X XXXy  BERIVIETE

= X.X.X.X/Y-Z LOTHETE

[AS Path] ZE%ELET

(IE;E;EEEEJ) Mone
Direct
[Protocol] B&RLFT ====» °F
OSFF

[Community] ZiXELET
as-number:community-value B2 TIEE (IEARFKIR D)

[Then] (Accept/Reject) ZiEIRUET —==—»> Accent

Reject

[Add Action] ZIBIRUE T o e

Juniper Business Use Only

Append
Community

Exclude
Community

Set
Community

Prepend AS
Path

Exclude AS
Path

Set Local
Preference
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[SI=

~E oo

WAN Edge Templates

BGP

[BGP] ZJUwIU T, BINGA—H%5%

Add BGP Group

[BGP] &5Uys L

[Name] Zs&ELET

EU. [Add] ZJUYILET

Day

BGP E7ZsELET
E7U> Iy NI~ ERUES

[WAN]. [LAN] DU NH%E

R1&. Ry M —D7ZER
[Type] ZiEIRULET
(Internal/External)

[Local AS] Z5%ELE T
[Hold Time] Z5%ELET

[Graceful Restart Time]
ZERTELET

[Authentication Key] %
RTELET (SRX D)

© 2023 Juniper Networks

Juniper Business Use Only

0. Design

WAN Edge Templates

Export
RBGP | Routing Policy Mone v B [EXpOI‘t] PO|ICY %E}Rbij
Mame * Imoort
MNone A n [Import] PO“Cy %%}Rbi?
Peering Network
® WAN | None v | NEIGHBORS Add Neighbor [Add Neighbor] TBGP
) y | | _ Neighbor Z5%ELE I
LAN | None | IP Address Meighbor AS Export Policy Import Policy . e s
X — DL EOFENKETT
Type
Interna v Add Neighbor v <QI Eﬁiﬁé\ V4 %‘:gu\ygbia‘
— || 1. [IP Address] #3&E L&Y
Hold Time * Iwegﬁbcrms I 2 [Nelghbor AS] %grﬂbﬁbi?
90
Graceful Restart Time * m Ie — I 3 [HOld T|me] %Erﬂhibi?
120 - Expor
Authentication Key (SRX Only) | o v | 4 [Export] POlICy %%}Rbasg_
= [ v1| 5. [Import] Policy Z:ZERUEI

NS | 105



Day 0. Design

WAN Edge Templates

BGP

1. [BGP] #7YyJU. [Name] Z&ELET
2. BGPETYU I Ry NI =D& IRUEFT
[WAN]. [LAN] OWINHZERE. 2y hD)—IZERUET

WAN Edge Templates

Add BGP Group

BGP | Routing Policy

Mame *

Peering Netwaork
@ WAN | Hone

v | [WAN]. [LAN] DL NHEEIR,
L Mo » T\| ZNZNHIET B3Ry NI ERIRLET

) Uniper 41 106
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Day 0. Design

WAN Edge Templates

BGP

3. [Type] T Internal. ¥fz(&. External Z:#RUET
4. [Local AS] Z:&TELET

5. [Hold Time] Z:&ELET

6

7/

WAN Edge Templates

. [Graceful Restart Time] ZiXEULFT
. [Authentication Key] Z:&EULEYI (SRX OH)

Internal. Fzl&. External Zi&iRLFET

Type 7

Interna

Interma N >

External

Local AS *

Hold Time *

a0

Graceful Restart Time *

120 DIwIg 3L, JNAT—RHY
_— | 'RSNFT

Authentication Key (SRX Only) 7
-------- = ] e ]

e | 107
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Day 0. Design

WAN Edge Templates

BGP

8. [Export] Policy ZiEIRUFT
9. [Import] Policy #iEIRUET

WAN Edge Templates

Export

None e
Import

Mone A

NOTE

Routing Policy ZZEai1(CEHEL THMELHDFT

) Uniper 41 108
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Day 0. Design

WAN Edge Templates

WAN Edge Templates
BGP

10. [Add Neighbor] T BGP Neighbor Z:&EULET

s v B9UvILES

=]
Add Neighbor v X
IP Address
1. [IP Address] Z:&ELET
(XOOCXXHI0OCXXX Or {{SiteVar}}.xxoxxx) >< 'U"( I\géy@%ljﬁﬁﬁjﬁg
Neighbor AS
2. [Neighbor AS] Zs%TELFT
Hold Time
3. [Hold Time] Zs%ELF T
Export
None v 4. [Export] Policy Zi#IRUE T
Import
e v 5. [Import] Policy Z3ERULET NOTE

— DL LD Neighbor (XENMNETY

) Uniper 41 109
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WAN Edge Template
- Standalone

ROUTING

STATIC ROUTES

M



Day 0. Design

WAN Edge Templates

Static Routes

1. [Add Static Route] Z#JUvILE T

WAN Edge Templates

There are no Static Routes defined yet SR E B0 Static Route H'55

BER—EB0A LICRRENET

Add Static Routes 2|7/

l Add Static Route l

T |

WME(ZSU T, Static Route ZBNNESECEET

) Uniper 41 111
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WAN Edge Templates

Static Routes

2(a). [Network] IEEDIZES
[Network] Z Organization > Networks Hh5
12#IRL. [Gateway] Z5&TEL. [Add] Z29UvILET

Add Static Route *x

® Network| (O Prefix

Metwork

MGMT W

Gateway

172.16.10.1

© 2023 Juniper Networks Juniper Business Use Only

Day 0. Design

WAN Edge Templates

2(b). [Prefix] EEDZE

[Prefix] (C IP 7 RLURERY NN ADZIEIZ AU,
[Gateway] ZE&TEL. [Add] Z9UvILET

Add Static Route x

-::::Z- Network ! Prefix

Prefix

10.10.10.0724

Gateway

10.10.10.1

oneehar | 12



WAN Edge Template
- Standalone

CLI CONFIGURATION

M



Day 0. Design

WAN Edge Templates

CLI Configuration
set iZINT. CLI sXEZENTEET

WAN Edge Templates

CLI CONFIGURATION

Additional CLI Commands for SRX €9

SRTEDESMZIBERI B, groups N> ROFEANI NI Z97(ATT
ESCHFI N T DG TVES

) Uniper 41 114
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Day 0. Design

WAN Edge Templates

TV —MNDREF
T I - NORTER T, BEA LD [Save] 20UwIUTRFEULET

WAN Edge Templates

THU1851 & O (@)

ITICHA M 7HA1>FHD WAN Edge h'Hdima.
T — hORENRRENET

) Uniper 41 115
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Hub & Spokes(#4f@ )

Hub Profiles
WAN Edge Template - Spoke

M



Day 1. Deployment

Site Configuration

M



Day 1. Deploy

Site Configuration

Site Configuration

Y4 MEET. WAN Edge O Root Password ZiSE CE£9
Iz, App Track A ADRTEEBENEF. log EXHEA>ATTI—A%HTE (SRX DH)TEET

1. [Organization] h5 [Site Configuration] % 2. TREXTRD [Site] ZEIRUET
DIwILET

i Create Site
@ WAN Edges n S|teS
Administrators Applications Campus Fabric Q
% Mist Edges . L . . 1-4 of 4
Audit Logs Application Policy Switch Templates
Name , Country RF Template Time Zone Address Site Groups
‘{7 Lo Inventory Hub Profiles TOKYO Japan - Asia/Tokyo HZ, T100-0005 ERETFHBERAOA 1 TH
Mobile SDK Network Topology OSAKA  Japan - Asia/Tokyo HZAR, T530-0001 APRFFAMETAEXEHITEH1-1
Analytics
"ul] : . NAGOYA Japan - Asia/Tokyo H#A, T450-0002 BHIEELHETTHEELER1TH1-4
Settings Networks
o KYOTO Japan - Asia/Tokyo B, T600-8216 REATREITH T RCEHIE/NEEERRE]
oo Stte WAN Edge Templates
@ Organization Subscriptions
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Day 1. Deploy

Site Configuration
Root Password / App Track / IDP:-App ID OEEEE

Site Configuration

3. WAN Edge @ [Root Password] #5&EULET

WAN Edge Management

Root Password

Reveal

[Root Password] ZE&EURWEZE. TF1UT1DIZHIC
F2A LR root )NZAD—ROEEESNET

) Uniper 41 124
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Day 1. Deploy

Site Configuration
Root Password / App Track / IDP:-App ID OEEEE

4. App Track SA T ADRTEEEFNESH. log IXHA>HTI—-A%ZKTE (SRX DH)TEET

Site Configuration

WAN Edge Advanced Security

D7/ AopD Uperade pened e [Enable Auto Upgrade] T3 %Fv® Daily
Enable Auto Upgrade EE)JE%E’EE&*)JEL&@“ Sunday
E Time of Day required B Day of Week E [Time of Day] CTEHFIFEZIEELET Monday
2:00 AM - o | —— N Tuesday
B [Day of Week] ZIEIRUEY -7 77 Wednesday
;l:? lls:l«lellinﬁssl_;-::ulsfl-i to manage and collect data for applications ﬁ E/ HH 9\I7J<7Kﬁj: Thursday
n‘ My SRX devices have an App Track license n gmllf;éde\/ices have an App Track |iC€ﬂS€] z Friday,
Log Source Interface (SRX Only) A At Saturday
B [Log Source Interface(SRX Only] Z5%EULFT

«  ZX/R(E App Track TINH'. App Secure(APBR. App Track. App Firewall. App QoS & )Detee#igLET

« [My SRX devices have an App Track license] s%EK(F. & WAN Edge(WAN Edges > WAN Edges >
{WAN Edge}) T [Use site setting for APP Track license] Z:&RUE9

: Uniper 41 125
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Day 1. Deploy

Site Configuration

Site Configuration

Template THA MEEZERLTWIIHEE . &Y/ MTHA MNERIT I HMEZER I DIMNENDDET

1. [Organization] H5 [Site Configuration] % 2. IRESROD [Site] ZEIRLFT
JIWILES

@ WAN Edges S|teS Create Site

Administrators Applications Campus Fabric Q
% Mist Edges . L ) . 1-4 of 4
Audit Logs Application Policy Switch Templates
Name ., Country RF Template Time Zone Address Site Groups
</ Location Inventory Hub Profiles TOKYO Japan - Asia/Tokyo HB7Z. T100-0005 ERETFAERAOA 1 THI
Mobile SDK Network Topology OSAKA  Japan - Asia/Tokyo H#. T530-0001 ABRAFAMHILXEHI TH1-1
Analytics
|:|I:I[| . . NAGOYA Japan - Asia/Tokyo HA, T450-0002 BHIEELHETTIHEELZER1ITH1-4
Settings MNetworks
o . KYOTO Japan - Asia/Tokyo H#ZA. T600-8216 REATREIT FRCEIR/NEEERHT
oo Stte WAN Edge Templates
@ Organization Subscriptions
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Day 1. Deploy

Site Configuration

i . Site Configuration
Site Variables

3. [Site Variables] (CT [Add Variables] % 4. [Variable] & [Value] Z AU [Save] #Jv7.
OIS 4 NXEDG LD [Save] 29U ILET
Add Variables -
Site Variables Add Variable Import Variables Template TEALTLSYA NEZERIC
WIDEZERLET
Variables Values ez Z

H{VLAN_VAR}}

Value
11

7

ml Cancel

YA NEEGEMNI DL YANRKENEH | 0 o o o
SNBOTHNIIC [Save] 2VU9ILFT N

Save Cancel

) Uniper 41 127
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Day 1. Deployment

SRX Eifx

M



Day 1. Deploy

SRX Ei% - Claim Code [c&BEH ;

Claim Code

1. [Organization] »5 [Inventory] ZJUyJUE 9
2. [WAN Edges] #7%%4Uv%. [Claim WAN Edges] 22Uy UE9

E] Access Points

— Administrators Applications Campus Fabric Device Profiles
— 5

Audit Logs Application Policy Switch Templates Labels

(+) wan Edges
— Client Onboarding Hub Profiles Mist Edges

"g‘rf Location Metwork Terglrng Mist Tunnels
Mobile SDK Metworks Pre-shared Keys
u[][] Analytics

Settings WAN Edge Templates RF Templates

O site
oo Site Configuration WLAN Templates

@ Organization Subscriptions

| l”]iwfe [“‘I'[:O r}f Access Points | Switches : Mist Edges nstalled Base (Entire Org) = Claim WAMN Edges Adopt WAN Edges | ¢

© 2023 Juniper Networks JHQLE-@!-I.F | 129
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SRX Ei% - Claim Code [c&BEH

a. Claim Code

3. Claim Code %fz(d. Activation Code Z AU, [Add] #UUvILET

Day 1. Deploy

4  Claim Code

laim Wan Edges and Activate Subscriptions

Enter WAN Edge claim codes or Activation codes E

AZFINTFEEBILERA E

Site Assignment

Claim Code / Activation Code %
AU, Add #0UwIUFET
EREEIRId5a. BUFE%E
fEDIRULEY

PA N7 OA VDR TEPIREAT 3> (B BEE])

B [Claim] ZJUvIULFES
2-5 OFETEEFATI A, FRELRWEE.
F)\4Z(d Organization ® Inventory
(C Unassigned TEIXSNFET

© 2023 Juniper Networks

I [ Assign claimed WAN Edges to site
~ AR NS B
} \’fj/(i‘é Hgﬁ_l- HI:, I e [ I Primary Site
App Track License

App Track license is used to collect data for monitoring

applications and service levels

Use site setting for APP Track license =

Name Generation

[J Generate names for WAN Edges, with format:

Formatincludes arbitrary text and any/none of these
options

Manage Configuration

Manage configuration with Mist

Root Password

Juniper Business Use Only

[Assign claimed WAN Edges to site] %=
FIvIU. TNATOAZ1—h5, B4 MeiEiRL
ok Ve )

B App Track License Zi&#{RUET

« Device HAS an APP Track license
» Device does NOT have an APP Track License
» use Site setting for APP Trak license

IA=RYMIBILTT NI A aZEEEETET D
ZENTEFT

BN RD)—-RZRELET

£HY4 b Site Configuration T&EULR
WAN Edge @ Root Password OfEN
HRASNFT T (REEEDIZS(FZE1H)
AN RAD— Rz LEET L. IATD
BEERD)\RA T — RYEFTENE T

eS| 130




SRX &4% - Claim Code [T &P E5% Day . pblov

_ @  Claim Code
a. Claim Code

3-1. Claim Code Ff(d. Activation Code ZAZIL. 3-2. [Assign claimed WAN Edges to site] ZF1v4U.
[Add] 27UyILE9 TNAIIDAZ1-D5, BA MR 7Y UES

Claim Wan Edges and Activate Subscriptions ky?lj \Yiﬁ IZ,DJIJ biﬁ/\’
: P | )\ IS BE BT X
i\ N\ &2 MELu=e
Enter WAN Edge claim codes or Activation code%mem . - 911)7725’1‘_3@1\\1»,{ BLFO)DQ)EIE
I | | | @ Assign claimed WAN Edg Site Assignment B(IIEERRICEDET

Brimary Site I [/] Assign claimed WAN Edges to s te:l_—(
abcdefghijklmno remave : - -
g, I Primary 5ite -
/ App Track License

App Track license is used to co

applications and service levels
%E;yk&ﬁ%fﬁijéi%’é(i\ E.I%EJ"E%_: Use site setting for APP Track
ﬁibﬁbiq MName Generation
Activation Code ANBFZ. #HD (] Generate names for Wa NOTE
WTL\ SN —1E TEFRSNE T “ “
P4 N Template NNEIFHENTLBIHE. Claim UT. #2sh

S A>34>(Connected) (CRBEZRTEN RS ICRIRENFET
T SRICT D (CAREEZEMmUET

) Uniper 41 131
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SRX &4% - Claim Code [T &P E5% Day . pblov

_ @  Claim Code
a. Claim Code

3-3. App Track License ZJIAI>XZ1—H5 3-4. [Generate names for WAN Edges with format] %
EIRLEFT FIVIU. n2iRBIZERTE CTEET
App Track License Name Generation
App Track license is used to collect data for manitoring [/ Generate names for WAN Edges, with format:

applications and service levels

Use site setting for APP Track license - Format includes arbitrary text and any/none of these \I\:

options
Device HAS an APP Track license P &2 i8R AT

Device does NOT have an APP Track license

Use site setting for APP Track license prmat:

NOTE

[Use site setting for APP Track license] #iRBF (S,
Site Configuration > {site} > WAN Edge Advanced Security ®
[My SRX devices have an App Track license] s&ECMKFUET

) Uniper 41 132
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Day 1. Deploy

SRX Ei% - Claim Code [c&BEH ;

a. Claim Code

Claim Code

3-5. Mist TE&7E - BIE%17O% 4. [Manage configuration with Mist] (CF1v9%Z AN, [Root Password] %
ERTELET

Manage Configuration

Manage configuration with Mist NOTE

Passwy = . . . . . .
foot Passwore . RY A hDEEE(Organization > Site Configuration > {site})T
evea - Sy .
. sYTELTZ [Root Password] HMkESNE T XREETE DG S (FZEMH
xisting gateway configuration will be overwritten with
SLC TLraTIo C mrempt oo Co gL =
gate dl .'-a: 1 - | - __l R WAN Edge Management
|_.:c|f-' :-’I' B I'“'. ;L e -f'”: E-IT.’:_- naer site Root Password
settings he gateway is assigne:

Reveal

RSN/ RO — M EBET DL, INTOHERD/ AT — RHVESR
NE9

A There is 1 WAN Edge assigned to this Site. Changing the root password will apply it to all WAN
Edges.

) Uniper 41 133
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SRX &% - Claim Code [C&3E iR

a. Claim Code

3-6. [Claim] ZJUyIU&E I

Jneehar | 13
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SRX Ei% - QR J—RTDER

SRX AKICAATENTLS QR J—R%Z Mist Al 7JUTEHAHED., #arzEiRUET

&
L)

Cloud-ready

Mist AL &t

Environment  Production-AWS

Next

Forgot Password?

Version: 1.6.8 (5)

@ 1>AR=)L & 04> @ Organization %R

© 2023 Juniper Networks

A+FE(C "Cloud-ready

— ML BEERICRNT

16:

Mist AT &

Select Organization

P

Organization

Organization Test

=)L, AKICIE QR O— REBESFLTVETD
JEDOHEZR® VSRX ( CLI T

VAN

Day 1. Deploy

CLAIM CODE
SAMPLECODELABEL
- L
(=] [a] :
-
L

FFFFFF 123456

DIEZENMETT

o-:==§

@ @ 90% w.

Primary Site i Claim Device

<
Access o @
Points Switches }NAN Edus Mist Edges

SRX320

Primary Site
BA., T163-1490 WEIBHE

163-1490
0-2

SRR

@ Site ZEIR (X)X @FLD + #9vT  © QR I—RFEHEW

X Site (CE#EI DB . Organization [CEFxI dmEI(E. [Claim Device to Orgl Z:&EiR

Juniper Business Use Only
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https://apps.apple.com/us/app/mistai/id1215196902
https://play.google.com/store/apps/details?id=com.mist.mistify&hl=en_US

SRX ﬁﬁ& - CLI Day 1. Deploy

c. CLI

@ BEERkENzConfigzdt —

WAN Edge Adoption X ]

@ Mist CloudTConfigEXig

ORGANIZATION
Mist °

MON, 10:09PM 2 Q@)

) o Inventory

Please check whether your WAN Edge(s) meet the requirements before adopting the WAN Edge: Prerequisites
Apply the following CLI commands to adopt a Juniper WAN Edge

(@) marvisw

Claim WAN Edges |l Adopt WAN Edges l [

) Session Smart Router (SSR) Copy to Clip!

Clients

m services ssh protocel-version v2
m authentication-order password
set system login user mist class super-user

[*] Access points
set system login user mist authentication encrypted-password

P —— S—— S $650JWYCOAICIZWYSY/DWMDS0y20ia. 1h/BSzx.4pdeASy UPKRIQewsBpOBHEORSHIUYStAt&7vGUerhfiktybxUrang.
Switches Administrators plications campus Fa e rofiles set system login user mist authentication ssh-rsa “ssh-rsa
: o AAAABINZAC 1 YCZEAAAADAQABAAABEQCYPKN bGRQBLJRBOGGYOVP3bTNbpIATZUSEIUdDEZNWOE)+QQKTRIXEMIFABIHSHKu
Audit Logs Application Pol Switch Templates Labels UehdiwZ8F2dzgialkgQreYKTv6P; bpNgQuIV2WKTCA+DB2p, O+ynHmAaxsn1FA43P+hXSwiwNNB43al PEMc)nis
) UEhkb’grQTVppN\'ETJmpKBXIAmJK2suHSV45q|thTQOdeECEWbCﬂLUI\SXD\'\\VrleMpuOﬁMkTquYtJbeFU\'\qrrAO\aAETHW
client Onboarding Hub Profi Mist Edges UrnfvcuDIISbEbMIrthEtkdOFtpIZ33 Gaong3yFXb/Q3yvgXHMBILLVBKAQ ySuw+bBCwT ageSLA2abnUMIPWYJELZpnUKh2FCYr
_ GegE/03364P 2BLFmast0Coq/MRbPICU2Vrmin| 71Y3q2060 XGTShLAmKaKT/Lo UASQUOPS U/AL2SMNMQJ2XEQAKXMaMEGHOR
= Lt Network g Mist Tunnels YigINw3XmeMey8s/QHpP|SksjPekkkshM= mist@cTebc221-b82-4e9f-a789-611 e2c8bdbd4”

tem services outbound-ssh client mist device-id ¢1ebc221-bc82-4e9f-3789-6f1e2¢8bdbd4

Organlzatlon > InVentOI"y > WAN Edges > :S;SES&;;;;;::j:;;:;g;fﬁbdE537dea430445dzeﬂada7771Dazsfzmzﬂdgsm(adLEEZdtmoizwfeoosgb-is?bseezdﬂdgi’,ﬁs ./
Adopt WAN Edges

Mobile SDK Networks
ool] Anaiytics

Settings WAN Edge Templates

Site Configuration

SRXICConfigi% A

‘WAN Edge Canfiguration; Standalone

Configuration is Managed by Mst

WAN Edge Adoption

Plsse check
ythe folon

— irem
commands o adopt ajuniper WAN

© 506 O Session Smar Router (55%)

ah protocolver

— » EEFFE] 2200/TCP

I - oc-term.mistsys.net (Global 01) =0
S oc-term.ac2.mist.com (Global 03) 4 ARREHEER
j—— » JOFSEEHLBLCE EA
= - BRIRATESL SRIEIEA

Junieer,

© 2023 Juniper Networks Juniper Business Use Only arremnsgMist AT
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Day 1. Deploy

SRX Eix - CLI

1. [Organization] »5 [Inventory] ZJUyJUE 9
2. [WAN Edges] #7%4v%. [Adopt WAN Edges] ZJUwILFET

E] Access Points

— Administrators Applications Campus Fabric Device Profiles
— 5

Audit Logs Application Policy Switch Templates Labels

(+) wan Edges
— Client Onboarding Hub Profiles Mist Edges

"g‘rf Location Metwork Terglrng Mist Tunnels
Mobile SDK Metworks Pre-shared Keys
u[][] Analytics

Settings WAN Edge Templates RF Templates

O site
oo Site Configuration WLAN Templates

@ Organization Subscriptions

| l”]iwfe [“‘I'[:O r}f Access Points | Switches : Mist Edges nstalled Base (Entire Org) = Claim WAMN Edges Adopt WAN Edges | ¢

q,

meper-.-l | 137
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Day 1. Deploy

SRX Eix

c. CLI

3. [SRX] #i#EIRL. [Copy to Clipboard] 27Uy LT, 4. CLI T&EZEOFIF. commit TREZRRUET
MEZIE-ULET

WAN Edge Adoption X

Please check whether your WAN Edge(s) meet the requirements before adopting the WAN Edge: Prerequisites
Apply the following CLI commands to adopt a Juniper WAN Edge

(O Session Smart Router (SSR) Copy to Clipboard

set system services ssh protocol-version v2

set system authentication-order password

set system login user mist class super-user

set system login user mist authentication encrypted-password
$630HXRXEM7GA]Y/hVEqOZtSWsWIuSk|gLgGyNSYiWp.u3/wGxirPbHs DolbQoDf85mek0.pOk/yRUILhGGINBROOUCUx8MGxoX20
EO

set system login user mist authentication ssh-rsa "ssh-rsa
AAAAB3NZACTyc2ZEAAAADAQABAAABZQCYgPKhbERQEUJRE0GGY0VP3bTnbpiATZIUSgiudDE2ZNWOe)+QOkTRIXE)MfFdBIH39HkuUe
hdlwZ8F2dzgialkgQrcYkTwePpOMBEzkgEDbpNgQwIV2WKTCA+DE2pgnVMEWLO+ynHmMAxsn 1FA43P+hXSwiwNMN843aLPeMc|nIsUehk
b/grQTYpphveTjmpKBXIAmjK2s0H5V25qiphGTQOclecCEVYDCAIUINSXDW]Yni3bMpo083Atk1igq Yt H75bFUwgfradlaAc7HWUrnfMC
uDlIgbELMirthEtkdOFtplZ2aGqong3yFxb/Q3yvg¥HmBILUVBkd QivdiduzySw+bBow7ageSLAZabnumIPWy|ELZpnUkh2FcYrocgE/O3a6
AP2BLFmast0Cog/xfRbPICU2Vhmx3n171Y3q20607XdTShLdmkaKT/uoUASQuOPSU/A42sMNmMG)2X6Q4kX MaMedKOByfgIMw3Xme
Mey85/Q/fpP|)SksjPekkksNM= mist@clebc221-bc82-4e0f-a789-6f1e2cBbdbd4”

set system services outbound-ssh client mist device-id c1ebc221-bc82-4e9f-a789-6f1e2c8bdbd4

set system services outbound-ssh client mist secret
b0000d1127140b526a2ca014f68dc537dea480446d2e0ada7710a25f20c20d9841cad4562dc010531fe0088b487b3ee2d0dB5758dcS
369024723874ea254543d

set system services outbound-ssh client mist services netconf keep-alive retry 12 timeout 3
set system services outbound-ssh client mist oc-term.mistsys.net port 2200 timeout 60 retry 1000
delete system phone-home

) Uniper -1 138
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Day 1. Deploy

Site Assign

Site Assign

CLI THZsZETRUIIZE®, Claim ERIF(C Site 7H1>ZIToTORWESE. Bl Site (CT7HA> I 3NENHDET
1. [Organization] »5 [Inventory] Z9UyJUE 9

2. [Unassigned] O#¥2sziEIR(F1vI)U. [More] n5 [Assign to Site] Z0UvIULET

[More] > [Assign to Site]

—

| nvento ry‘ Access Points | Switches E Mist Edges nstalled Base Entire Org « More a Claim WAN Edges AdoptWAN Edges | D

(+) wan Edges

Administrators Applications Campus Fabric Device Profiles Q

O Mist Ed
ges
= Audit Logs Application Policy Switch Templates Labels 1-30f3

<7 Location Hub Profiles RF Templates

Status MName # MAC Address Model Site Serial Number SKU
]
- % (Wunass 4c:96:14:00:641 409611 4:00:641 / I

Mobile SDK Network Topology WLAN Templates B (Wunassigned £:96:14:0c:64:00 £:96:14:0c:64:00 VSRX
EI[] Analytics _— -
L K 0O (&) connected Osaka 30:b6:4f:2c:7e:40 SRX300 Osaka ]

Settings Networks
o - O (&) connected Tokyo 2c:21:31:5b:79:40 SRX300 Tokyo [ ]

Site

oo Site Configuration WAN Edge Templates

@ Organization Subscriptions

Claim BF(C. Site 7H4>%&170CUVRWMZS. [Organization] > [Inventory] (C
pUnzacelgned [Unassigned] ELTEERENET
7 SEF-RTEEIRTBEA, Site 7TH1/>IIBENBDET

7Y E
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Day 1. Deploy

Site Assign

Site Assign

3. 7H4>93 [Site] Z2TIAIAZ1—H5i8IR, [Manage configuration with Mist] (CF1v/).
[Use site setting for APP Track license] ziERU. [Assign to Site] Z7UvILE T
IEB(CTYA>EnceztEs20. [Close] Z9UvILET

Assign WAN Edges » Assign WAN Edges ®

Site Assign

Progress 3

Assign 1 selected WAN Edge to site I Nagoya - I 1 WAN Edga assienad
San— = = {ts =P ! g gned.
TEZ Mist TEEIZInA
i | WAN Edge MAC 0ld Site New Site
Manage Configuration g J“jqbafg_
4c:96:14:0c:64:00 Unassigned Nagoya
I Manage configuration with Mist I

Existing gateway configuration will be overwritten with Mist configuration. Do not attempt to configure the gateway via \

CLl onceitis 'TlE’E;'—::! :-:.' VIIST. ROOT |:ESS".C|'Cf Will De conr ;L.’E-:! :-:. the site{under site setl -“;s o wWhnich 2|‘—: 55'.’:..8:. 5
e 7HA> &Nk Site %

FoLEY
App Track license is used to collect data for monitoring applications and service levels EEI:IID\

() Device HAS an APP Track license

() Device does Not have an APP Track license

I (®) Use site setting for APP Track license I

Assign to Site Cancel

[Use site setting for APP Track license] 3&iRB5 (&, —
Site Configuration > {site} > WAN Edge Advanced Security @
[My SRX devices have an App Track license] s¥E(CIKFUET

© 2023 Juniper Networks
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Day 1. Deploy

Site Assign

Site Assign

1. [Organization] »5 [Inventory] ZJUyJUE 9
2. [WAN Edges] #7%&9UwILFET

P4 MOETRE Connected THAZEZMESBLE T Entire Org ~ Entire Org_~
[*] Access Poaints M o Emreolg

| a
. Administrators Applications Campus Fabric Device Profiles

| <
Switches Nagoya

Audit Logs Application Policy Switch Templates Labels Osaka
(+) wan Edges
=~ Client Onboarding Hub Profiles Mist Edges Tokyo
ﬁf Location Network Topology Mist Tunnels A

T Mobile SDK Networks Pre-shared Keys l Inventory (& Organization ®
ol nalytics I = _
. \ =X 7w
Settings 1 3“(@#&%&%6&.:@(3&3

DDD Site Site Configuration | ﬂve ﬂ‘[o r}j Access Points | Switches Mist Edges nstalled Base Entire Org - % S|te :\CGDEEZT—\BEJE\E

@ omanizetion - Subserpron: 2 HyogBE, & WAN Edges DERISEICERUES
WAN Edges > WAN Edges > {WAN Edge} 130f3

MAC Address % Site Serial Number SKU
'\“:J' Connected Tokyo 20:21:31:5b:79:40 SRX300 Tokyo _

';' Connected Osaka 30:be:4f:2c: 740 SR®300 Osaka _

';' Connected Magoya 4c:96:14:0c:64:00 VSRX Magoya _

&

Status MName

o o o0

) uniper 142
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Day 1. Deploy

Mist TOEEEE

Manage / Configuration

Mist TEREZEIRT 3iHa L. BEEkiFIC [Manage Configuration with Mist] (CFTv %z ANZH.
[WAN Edges] > [WAN Edges] > {WAN Edge} T [Enable Configuration Management] Z83{tLEd

Juniper Mist WAN Edges Tokyo ~ List  Topology Inventory Claim WAN Edges | = o ‘

Manage/Configuration

@ Monitor m Config Success I m Version Comj pliance I m WAN Edge Uptime o ) % WAN Edge ®§$%HN_ )t\‘

2 cEE9
[ Name & Status _________________IP Address Model Version Topolo Insights e

— —— e — — . S

El Marvis™ I O (& tokyo Connected 192.168.0.100 SRX300 20.2R3-52.5 - WAN Edge Insights I - V
O E— |
—n Clients I_,_r

j
o

-7 Mist TOREEIENERN

m Access Points

Mist TRESENENBIES. BETRRINGT =L == A 4

E ‘f

(+) waN Edges WAN Edge Configuration: Standalone

Configuration is Managed by Mist Disable Configuration Management

o mis
= Mist Edges

</ Location Mist THESENMEBNLIEE. IRETRRINET ‘

|:|[||:| Analytics WAN Edge Configuration: Standalone

Configuration is Not Managed by Mist Enable Configuration Management

oy Site

Mist TeE =R 555, [Enable Configuration Management] %
AL IIVES )
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SLE

WAN Edge &1
Inventory
Insights




Day 2. Operation

SLE




Day 2. Operation
SLE

WAN Edge SLE

[Monitor] M5 [Service Levels] #9UvJ. [WAN] 7J%&RUET
SLE N"BiEEkE% T E3i55. &% SLE O Classifiers (59387 )%z RUILATLTUKCET, REDYID 3 IINEIEET Y

Juniper Mist ’ LIVE DEMO

@ Monitor Wireless WiredL:ucatic:-n Insights Live-Demo - TOday -

E| Marvis™

)] ;
—n Clients

WAN Edge Health

E] Access Points

Switches

System changes

- WAN Edge(Gateway) DIEFE MH%ZIE1R(E

(+) wan Edges

S wist eoges = WAN Link Health

'ﬁ" Location ‘WAN Edge Disconnect.. %
Memary 0% '
] snate WAN Edge Heslth > 99% \ Pomer o WAN [EROIEE 4 Zi5E1b
ool Analytics Temp %
cPU 100%
o Site
@ organization WAN Link Health 100% . N Application Health

88% Lancy o 7T —23>DIEE M EIEIEE
Application Health . _“"r "\/\/W\"-\ Loss 0%

Jitter 100%

5 Uniper 41 147
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SLE

WAN Edge Health
_ NOTE
WAN Edge Health @ Classifier/Sub-Classifier z#zalLEx 9 -

WAN Edge Health

Root Cause analysis Select a metric to analyze

Service Level Metrics

~ KB

| Classifier

Classifiers
WAN Edge Health 97% - Power
WAN Link Health WAN Edge Disconnected 75
Application Health Memary
Temp
CPU
Service Level Metrics Classifiers Sub-Classifiers
WAN Edge Health 7% Power ~§. CPU
WAN Link Health I\~ WAN Edge Disconnected ' —} Chassis
Application Health | —{ Memory N
\ e =)~ Sub Classifier
~— CPU
Service Level Metrics Classifiers Sub-Classifiers
WAN Edge Health I~ Power ~4 Control Plane
WAN Link Health I WAN Edge Disconnacted | A Data Plane 0%
Application Health |\~ Memory N T—_
\ > Temo Sub Classifier
~ CPU 19%

© 2023 Juniper Networks
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Classifier (D%EF) (33552 T3 ERZSEZRICHFAELET

IR

WAN Edge Disconnected

WAN Edge DAT 1 > HFf

AEVEAZ

FERE
Chassis

Control Plane

CPU fEAZ

—DEICREERE

eS| 18



Day 2. Operation

SLE

WAN Link Health

WAN Link Health @ Classifier/Sub-Classifier 209
WAN Link Health

Root Cause analysis Select a metric to analyze nz | Classifier -
NOTE

Service Level Metrics Classifiers
WAN Edge Health 57 1 Network % Classifier (7248F) 33622 T R BERZ R ER(CHIELET
WAN Link Health 100% — Interface %

Application Health

e Lmi S LU m
WAN Edge Health 37 — Network % %

—~ Jitter

WAN Link Health - Interface Latency ;?*“J |\'j—7 (CB@@“EE

Application Health 3% - IPsec Tunnel Down

Sub Classifier

service Level Metrics Classifiers Sub-Classifiers I n te rfa Ce V P N
WAN Edge Health 37 3 %

Network P N

WAN Link Health ro0% Interface w ' Cable Issues - ’f)@'jl—x(:ﬁaa_ég cable Issues

Application Health % | Congstion — _ COngeStion
Sub Classifier

) Uniper 41 149
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SLE

Application Health

Application Health @ Classifier Z#20%£9 -
NOTE

VAN
Application Health Classifier (D7) (852 T2 ERz S BRICHMLFT

IEEMEERIINRTIVIT—33V2EITIVENSDFT
Root Cause analysis Select a metric to analyze n # | Classifier

Service Level Metrics Classifiers
WAN Edge Health Jitter 9% Classifier

WAN Link Health ' [ — Loss
Application Health —% — Latency
v
Wired m aaaaaaaaaaaaaaaa Live-Dem Today
A _—
= Setlings o
o = AN
7 e . . Setting TERELFT Lat
S F RR= a ency
@ o 100% e N ;\Eﬁg

Latency
88% vw,v—\\ o
Jiter

) Uniper 41 150
© 2023 Juniper Networks Juniper Business Use Only JJ,...mmm A1 l.! |



Day 2. Operation

SLE

Application

[Application]. [Add Application] QIECIUYIL. IEE 2R T D7 ITVT -3 %2 ELET
a) EBRBHVIT—32%18IR, F2(d. [Create Custom] &JUwIULT, b) HAALT TV T -3 2 E&ZUEFT

a) EERBH 7 INT—23>%ER b) WRALT TV -3 % EH
Customize Service Levels x Create Custom Application HTTP
== || R [Name) &R

Jame
=

Select service metrics to display. Drag to
reorder.

Application (Maximum Limit 10)

WAN Edge Health = [] 7 Applications

WAN Link Health

] aws

Amazon Prime
Apple Audio

-

a [HTTP] %R

| B [URL] ZA 73

| |_| Microsoft Azure

Application = |

WO Ol

Apple iCloud https:/fwww.google.co.jp

Asana .—'—-g‘._—:ﬁ 7j’| Preaee enet N o o
= [i specify http or https)

Atlassian ;Eﬁ/ aj} J

Box

Disney Plus
Create Custom Application

Application Health = || U office3ss
| okt Facebook
: = Platform
0 i Name

- tube Vieeting
- 1| GSuite
2? || Zoom . google
e o
Eﬁm)ﬁa} M F ‘ O urTe | @ 1cvp
IP Address
DZQATjUb-_ > El\/ﬁ 233838

EFEI 3BT

m n [Create] 27y
[Name] Z5%7E
B} (icvp) &R

B [URL] ZA

- n [Packet Size] Z&%7E
(AT23>)

S B (Create] 20Uy

oneehar | s

[=]
=
w

-
Q
=
=
o
(0]
=)
=)
S
m
=3

T
=
=

BX 10 ByIr— 3 8RB ETEET
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WAN Edge &3

List WAN Edges / Table Settings
[WAN Edges] i*5 [WAN Edges] Z%7Uw%. Site Z:EIRU. %230 WAN Edge ZUXMSEIRL TIUWILE T

Device Management

Table Settings X
Juniper Mist
1. [ Name 2. [ status 3. [ mac
@ Monitor 4. [ P Address 5. [ Mode 6. [ version
@ 7. [ Topology 8. [ serial Number 9. [ Location
| Marvis™
10. [J Last Seen 11. [ Uptime 12. [ Managed

S Clents TSIV AZ1—h5 Site % S
m Access Points Jg}Rbasg_ TOpOlOgy i%T_\BEJ ,’

w 7 - Lo

| switches
Switches WAN Ed ges Tokyo I List I Topology Inventory || ClaimWanEdges | = |

[E] WAN Edges Cellular Config Success I m Version Compliance I EJ:O)X:J__D\B\ %Z]__\IEE@
HENTEFT

% Mist Edges ] Name A Status |P Address Model Version Topology Insights

O '\3' Tokyo Connected 192.168.0.100 SRX300 20.2R3-52.5 - WAN Edge Insights

ﬁ? Location

|:|[||:| Analytics

oo 2ite

EH) Organization

: uniper . 153
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WAN Edge &3

Port Status / Advanced Security License / Device Status

NIAA=N—FBETERIBRT — IR 2R TSET

Device Management

ge-0/0/0 A uplink %ZT QX%—:?_%/T
CPUfERE

PoE Disab

N—hRF—HR2RR I s o XEUEEAE

—= R PP - BfFEmE
BPS 43Kk IN/190 k OUT ° PoE

- ISEN emory Usage I 299
o i P:f;'e -« &R
A ort Mode --
,&’ VLAN - ° FAN
,l’ Routing Engine [ 40
,/ Hostname Tokyo /
-
’/ Username -- ~ Rout ng En gine CPU _ 55
SR}(Bz{] , MAC Address 2¢:21:31:5b:79:40 I cru o Memiary | Temp FoE @ PSUs @ Fans [T = =P
IP Address 192.168.0.100
. Manufacturer Juniper Networks There is no PoE data
E 4 5 e 57 )
= “ ® Power Supply 0
%25 \" 7~ N =PAN — .
B - B %be\ﬁﬁwﬂiﬁm\ @ iFZZR ® S5Rx320 Cha
@ ADVANCED SECURITY (f} URL Filtering {f} IDP @ AppSecure 1
R -
- ® -
-’
PR
V' 4
AppSecure Enabled
APPLICATION ID VERSION 3600 ﬁ NIAA==T. App ID ver ZF&"R
. G |
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WAN Edge &3

PROPERTIES

PROPERTIES ZHEERLE T

PROPERTIES

INSIGHTS

LOCATION

MAC ADDRESS

MODEL

VERSION

TEMPLATE

HUB PROFILE

© 2023 Juniper Networks

Wiamkl A ~cioh+c
WARN Edge Insights

4A5F
4c:6d:58:2d:80a6
SRX320

20.2R3-52.5

WAMN templat
ywAl_Template

Mone

-
-
-

Day 2. Operation

Device Management

Insights R—J(CEBBULET

Floorplan Bh&RRENFIREKTENHZSE(not on floorplan)
MAC 7 RLANFRRENET

WAN Edge OEFINEHIFTRENFET

WAN Edge @ version h'&Rr&NFxd

WAN Edge Template (Spoke/Standalone) &HFRRENET
Hub profiles &hF&RraNFd

Hub Profiles & WAN Edge Template(Spoke/Standalone) (&
BHtBFRIAATY

eS| 155
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WAN Edge &3

STATISTICS
STATICS ZzhEZ8L&FE I

Device Management

~arnecied

STATISTICS Disconnected
STATUS  Connected L - » WAN Edge DAF—AANKRINFT -----~ ™ Upgrading 236%
IPADDRESS ~ 192.168.0.100 CEEE B > IP 7RUANERIRENET
UPTIME  19d 13h 59m gt Ll > WAN Edge OB@IFREINTRRSNTT
LASTSEEN  Nov7,202323:25 gl Lt > Mist T WAN Edge DRT—HRZMEBUIIEIEDRZINERRENFT
LAST CONFIG Configured - Nov 7, 2023 17:40 @emmet === » BIRDETERMBOKEHAERRSNET St
WAN EDGE PHOTOS _, WAN Edge OJO7REDSY/REBRROSE BHEHITIES |
7T (MR ERISESRECEATY) :
S |

Config Failed - Nov 8, 2023 00:40

) Uniper 41 156
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WAN Edge &3

DHCP STATISTICS

Device Management

DHCP STATISTICS T DHCP Y—/){OffatIBIRIMESRLE T

DHCP STATISTICS

USAGE
USAGE T DHCP OfERIKANERR TEET
Leased IPs Available IPs @ mm > . e
5 0% 04,05 Leased IPs : AWVHUFOD IP 7RLX
] » Available IPs : FIFRJEER IP 7RLX
Pool Name Leased IPs Total IPs
e ’ L] e > & DHCP Pool &ZEDFFHIEHERTEET
LAM & 99

) Uniper 41 157
© 2023 Juniper Networks Juniper Business Use Only JJ,...mmm A1 l.! |



WAN Edge &3

APPLICATION VISIVILITY
App Track license OBHEZZTELFT

APPLICATION VISIBILITY

App Track license is used to collect data for monitoring applications and

() Device HAS an APP Track license
() Device does Mot have an APP Track license -
(®) Use site setting for APP Track license

Log Source [P Address

© 2023 Juniper Networks

Day 2. Operation

Device Management

Device HAS an APP Track license
Device does Not have an App Track license

= App Track license DB ZHEERCEIGGRTELERT

Use site setting for APP Track license
= App Track license DE#E% Site ATHELFT

" [Log Source IP Address] TOJ%EHI BV RUAZRECEET

Juniper Business Use Only
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WAN Edge %ﬂ Day 2. Operation

) ) Device Management
WAN Edge Configuration

Mist TEREZEIRT 3iHa L. BEEkiFIC [Manage Configuration with Mist] (CFTv %z ANZH.
[WAN Edges] > [WAN Edges] > {WAN Edge} T [Enable Configuration Management] Z83{tLUEd

Mist THEBENMAMAIZE. METRRINET

Hub Profiles &M
WAN Edge Configuratiorl: Hub 2

Configuration is Managed by Mist

Disable Configuration Management

2 WAN Edge Template(Spoke) i

WAN Edge Configuration Spoke

Configuration is Managed by Mist

Disable Configuration Management

EERESDBE.
WAN Edge Configuration] Standalone | WAN Edge Template(Standalone) &, REIHED

Configuration is Managed by Mist

Disable Configuration Management

Mist T ESENMRMAIES. IRETRRINET

Enable Configuration Management

WAN Edge Configuration: Standalone

———

Enable Configuration Management

Configuration is Not Managed by Mist

Mist TR EEIEI 355, [Enable Configuration Management] Z7Uy-IUFd

) Uniper 41 159
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WAN Edge &3

WAN Edge Configuration > Device Configuration

Mist TOREBIENEIRIGE. & WAN Edge TEBCIEB%Z&TEIDLHTEET
#%’*EH(C)L\‘C(at % Template OFEEIEBZZSRIE)

: ‘ Port Status
e Device Status
ADVANCED SECURITY

Device Management

PROPERTIES
STATISTICS e : N—

DHCP STATICS SXTED_FZEEF(Override)H' el g

| — 1  APPLICATION VISIBILITY —

—— INFO .

IP CONFIGURATION(OUT OF BAND) 7 overrid | o Hub Profiles
NTP ¥| Override Template Settings WAN Edge Template
DNS SETTINGS
SECURE EDGE CONNECTORS « Spoke
WAN
LAN « Standalone
TRAFFIC STEERING
APPLICATION POLICIES NOTE
ROUTING BGP
ROUTING STATIC ROUTE | SIS
S CONECUATIoN Template OFIAHHIZTT

[Override Site/Template Settings] T Template D& EZ L EE
(Override) 33ZENTEFT

BEREN LEESNTVRIEE. TDEECOVTIE. Template ZiRELTE
ZENMEASNRVNEENIC_ EEEEND) . EEZTEMNECOVWT TR
BFEU L THIFAI 2w ENBDDFET

= Uniper 41 160
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Day 2. Operation

Utilities
Utilities
EmEA_ LD [Utilities] MORIREZEITTEET

Device Management

Utilities v

Testing Tools *-——- > ping/Traceroute/Bounce Port ZE{TT&%9
Remote Shell *-————u- »> Remote Shell ZicE)U. CLI ZIR(ETEFT
Send WAN Edge Log to Mist @ ====== > WAN Edge 007 % Mist (OXELET

Download Junos Config =~ @ ==mmm=m— >  WAN Edge O&EI7/IV &> 0—-RUET
Reboot WAN Edge - »>  WAN Edge ZzHBicgiLEd

Upgrade Firmware &= > Jp—=LUIrO7vIIL—-ReETLET

Snapshot Device LR > WAN Edge @ Snapshot ZEUSUF I

Replace WAN Edge *————=- > WAN Edge OIZHMA(FEERIT)ZEITLUET
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Day 2. Operation

Utilities

Device Management

[Utilities] H'5 [Testing Tools] Z9UwJUT. ping/Traceroute/Bounce Port ZE{TTC&% 9

[Ping] #7%%')v7. [Hostname] &EIE (T T4V :10) Z18TFEL T, [Ping] ZIUvILET

WAN Edge Testing Tools b 4

Ping www.google.co.jp Hov 8, 2023 10:25

PING www.google.co.jp (142.251.42.163): 56 data bytes
64 bytes from 142.251.42.16 icmp_ B ttl=116 time=
64 bytes from 142.251.42.16 icmp_s 1 ttl=116 tim
64 bytes from 142.251.42.16 icmp_s 2 ttl=116
bytes from 142.251.42.16 icmp_s tt1=116 .8as5
64 bytes from 142.251.42.16 icmp_s ttl=116 4866
64 bytes from 142.251.42.163: icmp_s 5 ttl=116 ime=4.739
64 bytes from 142.251.42.163: icmp_seqg=6 ttl=116 ti 8.267
64 bytes from 142.251.42.16 icmp_seq=7 ttl=116 ti .144
64 bytes from 142.251.42.163: icmp_seg=8 ttl=116 time=4.842
64 bytes from 142.251.42.163: icmp_seg=9 ttl=116 time=4.742

(=1

58.781 ms
.8B8

.926

m
I

=

m
]

=

E

5
5
5
5

E

5 3 35

=
[* I R P R, R T I BT I ™ B |

=

--- www.google.co.jp ping statistics ---
18 packets transmitted, 1@ packets received, 8% packet loss
round-trip minfavg/max/stddev = 4.739/20.808,/158.781/43.685

Jpﬂlper \ 162
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Utilities

Day 2. Operation

Device Management

Traceroute

[Traceroute] #7%JUv-IUE9 (UDP/ICMP D3&ERNa]EE
[UDP] %Zi#iR. [Hostname] & [Port] & [Timeout] Zs%EUT. [Traceroute] ZJUvIULEY
[ICMP] %3#3R. [Hostname] & [Timeout] Z58ELT. [Traceroute] #9UvwIUET

WAN Edge Testing Tools x

Hostname O 1cvp

® upp
88828 Port 33434 Timeout a0 sec Traceroute

O upp

em 741 198
5 o
- - . b (@) [
6 242.21 (72.14. =
.B.8.8 Timeout | 60 sec Traceroute
8 dns.google (8.8.8B.8)

Traceroute 8.8.8.8
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Day 2. Operation

Utilities

Device Management

R— SIS RA(R—M2ATIU, ICCTYTITBE)NTEET
[Bounce Port] #7%3i#iR. [Port Name] T/h—Mz3ETEL. [Bounce Port] Z9UwILE T

WAN Edge Testing Tools b 4

ge-0/0/3 Bounce Port

Bounce Port ge-0/0/3 Nowv &, 2023 10:48

Bouncing port...
Port bounce complete.
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Day 2. Operation

Utilities

Device Management

[Utilities] h*5 [Remote Shell] 7#2Uv4JULT. Remote Shell(CLI) ZiEE) TEE T

@ Remate Shell - Tokyo - Google Chrome - m} *
Utilities v & manage mist.com/admin/shell.html?siteld =66577c9c-4f46-4726-98ab-681836d082efadeviceld=00000000-0000-000... &g

Testing Tools

Remote Shell Last login 7 10 from 54.215.12.95
— —-—— JUNOS 3-82.5 bui 30 09:45:37 UTC
mist@Tokyo> I

Send WAN Edge Log to Mist
Download Junos Config
Reboot WAN Edge

Upgrade Firmware
Snapsnot Device

Replace WAN Edge
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agug = Day 2. Operation
Utilities
Send WAN Edge Log to Mist

Device Management

[Utilities] h*5 [Send WAN Edge Log to Mist] Z7Uvy- LT, WAN Edge ®O%J% Mist (GXETEET

e B 2DV —INERENES
- L

Remote Shell
Mist (i)  sending WAN Edge logs, this might take up to 20 minutes
Send WAN Edge Log to Mist

Download Junos Config

Reboot WAN Edge
Mist () WAN Edge logs sent successfully...
Upgrade Firmware

Snapshot Device

Replace WAN Edge

) uniper . 166
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agug = Day 2. Operation
Utilities

Download Junos Config

Device Management

[Utilities] h*5 [Download Junos Config] #JUwIUT. s&EI7/IIV 20— RTEET

Utilities v/ © zutiiiEeE x
« v g > PC » #7v0-F > WAN Assurance v O 2 WAN AssuranceligE
Testing Tools =B~ HLLIAS- v @
Remote Shell = e A oam : EHEE &8
Send WAN Edge Log to Mist B :0ATI7H BRREAH—HI IR EBYZEA.
¥ Fv0-F
Download Junos Config W A b
Faiyh
Reboot WAN Edge = PoFe
Upgrade Firmware [ Ny
b 3-vvy v o< >
Snapshot Device
74 A& (N): | Nagoya-config.td] 9
Replace WAN Edge J74 LDESS(T): | Text Document () ~
A JRIA-D3EET Ii RE(S) il el

' Uniper 41 167
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agug = Day 2. Operation
Utilities
Reboot WAN Edge

Device Management

[Utilities] n5 [Reboot WAN Edge] Zz7UyJUT. #EEREIE C [Reboot] 20Uy ILE T

Utilities v

Testing Tools Confirm Reboot b 4

Rermnote Shell

Confirm reboot of WAN Edge Tokyo
Send WAN Edge Log to Mist

Download Junos Config m —
EDOO dnce

Reboot WAN Edge

Upgrade Firmware
Snapshot Device

Replace WAN Edge

) Uniper 41 168
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Utilities

Upgrade Firmware

Device Management

[Utilities] m*5 [Upgrade Firmware] Z2Uv%. [Upgrade to Version] T/\—>3>Z3EELU T,
[I accept the End User License Agreement] (CF1v/. [Start Upgrade] Z9UvILE T
BE#EE. FILLW\->3> TREFULET
Status (FLATFDLSIC

Upgrade device firmware x | 4t 4VEX)

Testing Tools Total WAN Edges selected to upgrade: 1 --.,/.i;:
Remote Shell Device Model: SRX300 I
Send WAN Edge Log to Mist Selected Devices: 30b64f2c7240 ling 36%
Download Junos Config Upgrade to Version: | 21.4R3-54.9 I
Reboot WAN Edge [ Reboot device after upgrade % ﬁ@gb%—:g@](‘?fmiq to us
Upgrade Firmware [ | Create a recovery snapshot post upgrade @ 2 Snapshot ZVERRLE T D *_-.;:!15-;1-5:;:'
Snapshot Device ‘

| accept the End User License Agreement
Replace WAN Edge _onnected

Start Upgrade Cancel

BREOEEN TSI EH LEICRRENET

() Upgrade is complete. Reboot to use new image [T e &L Edge Oljwabtﬁﬁibbi?(ﬁﬁo)ﬁﬁibtﬁﬂ) .
| [Reboot device after upgrade] A7>a>h

BRisa. BETHESMIONET

) Uniper 41 169
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Utilities

Snapshot Device

Device Management

[Utilities] n5 [Snapshot Device] Z7UvJU T, MESRIEEC [Request Snapshot] Z2UvILES

Snapshot Device X

Testing Tools

: R

remote Shall Device Mude!. SRX300
Selected Devices: Tokyo

Send WAN Edge Log to Mist

Download Junos Config

Reboot WAN Edge _

A recovery snapshot is stored in OAM (Operations,
Upgrade Firmware Administrations and Maintenance), which volume holds a full
backup that can be used in case something goes wrong with the

Junos volume.
| Request Snapshot Cancel

Snapshot Device

Replace WAN Edge

) Uniper 41 170
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agug = Day 2. Operation
Utilities

Device Management
Replace WAN Edge

Claim & h' 2. DA R > OB ZZAELET
[Utilities] h*5 [Replace WAN Edge] Z2UvIUT. (NEHEZZD MAC 7 RLUAZEIR, #2s Xz EMULE T

Replace WAN Edge % Organization

Testing Tools Replace WAN Edge "Tokyo" with unassigned WAN Edge

Configuration will be copied from WAN Edge “Tokyo" to the replacement, and WAN m_
Remote Shell

Edge "Tokyo" will be unassigned. P — |
Send WAN Edge Log to Mist MAC Address of unassigned WAN Edge

Download Junos Config 30:b6:4f:2C:7en40 V J

S

Sﬂapsh ot Device m

Replace WAN Edge

Reboot WAN Edge

Upgrade Firmware

a

A
|
Replace BJ&E

Claim &4 T. Unassigned(Site K71 > )IRREEOR B2z LET
Replace ZEMuUBERR L. ANENHDIC Unassigned (CiRDFE T

) Uniper 41 171
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Day 2. Operation

Inventory

Inventory

1. [Organization] »5 [Inventory] ZJUyJUE 9
2. [WAN EdgeS] gj‘%’]')“/]big_ Entire Org ~ Entire Org ~

] Entire Org  Site Entire Org
Access Points —

(a1
. Administrators Applications Campus Fabric Device Profiles
| <
Switches Nagoya
Audit Logs Application Policy Switch Templates Labels o
Osaka
(+) wan Edges
=~ Client Onboarding Hub Profiles Mist Edges Tokyo
ﬁf Location Network Topology Mist Tunnels A
i - 1 o 0
8 e Mobile SDK Networks Pre-shared Keys I Inventory (& Organization @
o | » =] =07
Settings I INRTOBEZRZHER CEEFT

% Site CEOFRREOJHE

DDD Site Site Configuration | r’]"nﬁ-"e r-‘l'[ O r},.-' Access Points Switches Mist Edges nstalled Base Entire -:lr'g -

o 2 HwIEBE, % WAN Edges DERIEIRISBRLET
WAN Edges > WAN Edges > {WAN Edge} 130f3

Status Name ¥ MAC Address % Site Serial Number SKU

a

O ';' Connected Tokyo 2c:21:31:5b:79:40 SRX300 Tokyo CV4A516AF03T4
O ';' Connected Osaka 30:b6:4f:2c:7e: 40 SRX300 O=aka CWV3316AF1075
O ';' Connected Magoya 4c:96:14:0c:64:00 VSRX Magoya AF56793993E3
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Inventory

More > Assign to Site / Rename / Release

EIRDFIVINIACTFIVIZ ANDE. [More] AT A hRRESNET
[Assign to Site] T. WAN Edge O A MOEIDHETHLUVEENTETET
[Rename] T. WAN Edge ZOZEENTEET

[Release] T. WAN Edge OEIFZEBRNI TEFT

Inventory

Invento l’y Access Points | Switches Mist Edges | Installed Base Entire Org ~ More a| | ClaimWANEdges || AdoptWaANEdges | ¢
) Assign to Site
™ |
] [ Rename
S
?Eyﬂl;&HRE_[ Release 1-30f3
;Z Status Name % MAC Address Model Site Serial Number SKU

GConnetted Tokyo 2c:21:31:50:79:40 SRX300 Tokyo CV4516AF0374

@Connetted Osaka 30:be:4f:2c:7eid0 SRX300 Osaka CV331B6AF1075

O U Connected Magoya 4c:96:14:0c:64:00 VSRX MNagoya 4F56793993E3
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Inventory

More > Assign to Site

[More] M5, [Assign to Site] Z7Uw/. [Site] DiEIRE.
LT. [Assign to Site] Z0UyIULEd

More = Claim WAN Edges Adopt WARN Edges ot

Assign to Site

Rename
Release 1-3of3
Assign WAN Edges b 4
Assign 1 selected WAN Edge to site Tokyo - - N
Site NDFTAR 7T A 285,

NIEEHI SR TIVIZ
ANET

Manage Configuration

[] Manage configuration with Mist

App Track license is used to collect data for monitoring applications and service levels

Device HAS an APP Track license

Device does Mot have an APP Track license

® Use site setting for APP Track license

Assign to Site Cancel

Day 2. Operation

Inventory

ERTEBEIBCOVTEIR, App Track license D E#E%STE

Assign WAN Edges

Assign 1 selected WAN Edge to site

Unassigned «

Assign WAN Edges

Site 7YA 2% fERI BI5E.

Unassigned ZiZEIRUFE 9

Assign to Site Cancel

Assign 2 selected WAN Edges to site

Nagoya ~

Device Configuration

Site VU1 2ZEEIdI5E.
RTEZHERF (Retain) 950

(®) Retain configuration () Do not retain configuration

ESMEIRLEY

App Track license is used to collect data for monitoring applications and service levels

Device HAS an APP Track license

®) Use site setting for APP Track license

Device does Mot have an APP Track license

© 2023 Juniper Networks Juniper Business Use Only
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Inventory

More > Rename

[More] i5. [Rename] Z9Uv)., ZEI3%81ZALUT. [Rename WAN Edges] Z0UvIULES

Inventory

More = Claim WAN Edges Adopt WARN Edges ot

Assign to Site

Rename

Release 1-30f3

Rename WAN Edges X

Format includes arbitrary text and any of these options
(mac or ctr is required)

R IA=RYMAEOIcan B RAEER CSFT

S 5l [site] £9%¢. WAN Edge #&l(d. Site &¢
e BIU&ZHIICEEINTY

Reset WAN Edges to emply name JEl R R R =l Cancel

) Uniper 41 176
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Inventory

More > Release

[More] i"5. [Release] 27U/, HEERIBIE T [Yes] 20Uy ILES

Inventory

More a Claim WAN Edges Adopt WAN Edges | ¢

Confirm Release b 4
Assign to Site

Rename )
Are you sure you want to release this WAN Edge?

Release 1-30f3

Warning: If any of the selected SRXs are managed by Mist, release will zeroize
the devices, and all existing configuration will be lost. It will take 15-20
minutes to complete the process.

ND

Release 93¢, Organization EQFRDIINEEEREMN. Inventory HMSHIBRENET
ZDOAthd Organization (C Claim (BER) I3 ENTEET

) Uniper 41 177
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Insights

WAN Edge Insights

Day 2. Operation

Insights

[Monitor] 5. [Service Levels] #42Uvw%. [Insights] 97%57Uv5. FILAII>AZ1—hH5 [WAN Edge] ZIEU,

Insights z#&Ez207LY WAN Edge Z7UvIULES

Juniper Mist o LIVE DEMO

@ Monitor Wireless | Wired | WAN | Location

Site

Live-Demo -

Today -

|:%.'-"Z' C

Live-Demuo -

name or MAC Q

LD_CUP_SRX¥_1

E| Marvis™
Access Point
,Ei',, Clients Client
Switch
B Access Points WAM Edge
|_|Ve- D e | | I Wired Client
Switches Mist Edge

Access Points Associated Clients Mbps

(&) wan edges 1 4 1 1 385

Cellular Edge

Q} s
= Mist Edges

00:00 Nov 8 - 17:51 Nov &

<7 Location 00:00 o
Y [] Total Bytes
10|SIGE
|:|I:I|:| Analytics 258 III,I'
LGB PR
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Insights

WAN Edge Insights

[Monitor] 5. [Service Levels] #42Uvw%. [Insights] 97%57Uv5. FILAII>AZ1—hH5 [WAN Edge] ZIEU,
Insights z#&Ez2071LY WAN Edge Z7UvIULET

Insights

. Jict _

Juniper Mist WAN Ed ges Tokyo st  Topoogy |  [iveno vy |[ camwaneages | = b
@ Monitor Config Success I m Version Compliance I >99%
@ Marvis™ [0 wame A Status IP Address Model Version Topology ML 1741« S

o & Tokyo Connected 192.168.0.100 SRX300 20.2R3-52.5 - WAM Edge Insights
vy ) 8 8
S
— Clients
PROPERTIES

E] Access Points

INSIGHTS WAMN Edge Ins
Switches /
= - LOCATION ASF
S e | o WAN Edge S¥llR—>0
= PROPERTIES b\bﬁﬁig MAC ADDRESS 4c:6d:58:2d: 8036
O Mist Edges TSE9

MODEL SRX320
ﬁ?’ Location VERSION 20.2R3-52.5

ooll Anatytics TEMPLATE WAN_template

DDD cite HUB PROFILE
Mone

@ Organization

: Uniper 41 180
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Insights

Date / Range

[Monitor] "5, [Service Levels] #7Uv%. [Insights] #7%2Uv), FIVIIAZ1—h5 [WAN Edge] ZIEV.
Insights ZHEE2LIcLY WAN Edge Z0UvIULE T

_ Last 60 Min I Today
e S —

Insights

Yesterday
Last 7 Days This Week
Custom Date Custom Range
=

-
————
-
-
-
-

Mon]tor ' Wireless l Wired I WAN ‘ Location wan edge LD_CUP_SRX_1 ~ Today ~

LD_CUP_SRX_1

Live-Demo - 01 - Office

. L]
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Insights
Timeline
IS EOBRAN> MFEL. Port Errors F2MERTEET 5 DR EHER

2 R RSVITRCET. S EDERISE(ICA-ALATARAENTEET 2 ARERSYITBIET
Wy HAR R X — LT

Insights

00:00 Nov 8 - 20:58 Nov 8 WAN Edge Events

Port Errors

Total Bytes

e > N o o N . ————————————

NIAA-=N\-9 3L
B, BIE=E(MB).
Port Errors %%
MR TEET

/ WAM Edge Events

15:08 Nov 8 - 19:40 Nov 8 (drag an area of interest to Zoom in)

18:20 1B:40 19:00 19:20 18
Total Bytes Port Errors
150 MB | | i
1 2z

2

19:20 - 19:30 Nov 8: 151.1 MB, 0 Port Errors

) Uniper 41 182
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Insights

WAN Edge Events

WAN Edge [CREIS 3R MFERSNET
AR MIATDIEIRP, K- MDIBENTEET

Insights

AR NI TR S
TEFY =4E
/ /
WAN EdgE Events 5Total 3Good o0MNeutral 2Bad All event Types v All WAN Edge ports v
I Configured
Text UI_COMMIT_COMPLETED: : commit complete
I Config Failed
Model SRX340
I Config Failed
I Configured Version 22.1R1-51.3
I Reconfigured - 20: Configuration Diff View Details

S
RIEZETIE. [View Details] T
RRCEFT
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Insights

Applications

Applications 326 Apps(All) 0 Apps (Configured)
App Name

M5-TEAMS

S5L

55H

AMAZON

ESP-OVER-UDP

OUTLOOK

APPLE-IOS-UPDATE-55L

© 2023 Juniper Networks

347> MNBO7IVT—23>0

[T R CEEY
—_
336 Clients

MNumber of clients Total Bytes
571 41.9 GE
194 38.8 GB
1 26.5 GB
43 12.5 GEB
8 5.2 GB
28 4.5 GB
579 3.6 GB

Juniper Business Use Only

¥ Percent Bytes

24.3%

22.5%

15.4%

7.2%

3.0%

2.6%

Day 2. Operation

EEV. BIEEICNIBEIG., V7170 MR TEELT

RX Bytes

29.6 GB

174 GB

3.5GE

1.9 GE

4.1 GB

4.1 GB

3.5GE

Insights

TX Bytes
H

123 GB

21.5 GB

23 GB

10.6 GB

1.1 GB

389.2 MB

53.4 MB
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Insights

Application Policies [EE&

Application Policies T&MR)>—BDIEHRZHER TEET

Insights

Application Policies &

Policy Policy HIEIRTEET Show Events Data Type

LAMN-to-Internet A |/ Path Up Path Down  Bandwidth

Networks Applications

Network ZR = [ : Custows |« JERII T IENE o QUSRI wncios. x|
—C‘ggsg_ GOOGLETA... b 4 -. GOOGLE-ADS %

App: MS-TEAMS

ge-0/0/0.0 Value: 2.4 GB
Type: Local Breakout Date: 07:00 Nov 3, 2023 I
Weight: 10 | 5 . ==
B = = B 5 .  Latency: 6.05ms e 1 & -
j%ﬂ - Jieter: 0.00 ms - = e i e s sy =
Mov 1 MNow 2 Mow 3 Loss: 0.01 %% Nov 5 Mow 6 Maw 7 Mov 8
\
N IR —=)\—TEEAH R
[=X-¥)

) Uniper 41 185
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Insights

WAN Edge Device
WAN Edge Device ® CPU(Control/Data Plane) {#fZR, XEUERZL, PoE JHEEB N2 CEET

Insights

WAN Edge Device

& Control Plane CPU ¢l Data Plane CPU

Mov 8 07:00 - 08:00: 32.0% Max , 25.4% Avg 0: 11.0% Max , 6.6% Avg

B Max B Avg

&2 Memory Utilization &4 Power Draw

AT%

20%

Mov 8 07:00 - 02:00: 40.0% Max , 40.0% Avg Mowv 8 07:00 - 08:00: 0.0 W Max , 0.0 W Avg

Joneeiar | 6
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Insights

WAN Edge Ports

WAN Edge Ports T#& Port DIBiIRZMHEZRTEET

© 2023 Juniper Networks

Day 2. Operation

Insights

NIZAA =)\ —TEFHNHERR

WAN Edge Ports | Allports v | )
¥ Bandwidth 3 Applications TX + RX Bytes 37
— MSTEAMS 513M
MNov 1 Now 2 Nov 3 MNov 4 Now 1 MNov 2 Now 3 MNov 4 Nov 5 P v §
PortID RX @ — S5 861.0MB
i . — 5SH 0008
S0 e & Fep0 00bps  0.0bps Foce — AMAZON 17.5MB
W ge-0/0/0 26.4 Mhps 4.5 Mbps — ESP-OVER-LUDP 723MB
T s W ge-0/001 130kbps 149.9 kt-Fj — DUTLOOK 1175 MB
I A e I,-"'._f‘., \ W ge-0/0/3 4.1 Mbps 26.2 Mbp: — APPLE-I05-UPDATE-55L EX
&i ke, ‘ . S _a g — GOOGLETALK 21MB
" — N A Al — GCS 965.5 MB
— GOOGLE-ADS 41MB
i e MIL il
Mov 8 07:00 - 08:00
W fxp0 W ge | ge [ 3 0K
& Port Errors & IPsec Traffic
Nov 1 Nov 2 MNov 3 MNov 4 Nov 5 Mo Now 7 Nov § Now 1 MNov 2 Mov 3 Nov 4 MNov 5 N N Mo
Mov & 07:00-08:00: 0BTX,0BRX Mov 8 07:00-08:00: 0BTX, 0B RX
H T B RX OTx OR

Juniper Business Use Only
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Insights Insights
Peer Path Stats

BGP Peer Path Offizt |Gz TCSEY

Peer Path Stats  Worst 3 Peer Paths Peer Paths

2L Latency 2 Loss
0D:00 03:00 0600 05: 00 12:00 15:00 1B:00 21:04 00:-00 03:00 06:00 0500 12:00 15:00 B 21:0
— ge-0/0/0.0¢520:21:31:5b:79:40 = ge-0/0/0.0 no data — ge-0/0/0.0¢-+2c:21:31:5b:79:40 > ge-0/0/0.0 no data
0.1%
~ S A AN ~
".'“:,'.‘-——-_.________
o _‘_-_‘_'_'_‘——'—-—-—._ " — A =
— )V —T7=% \AZE=H
7'7Z7|- } \ _CDET:-I%HJ D\EE:M:.\

Now &

Nov 8 19:30 - 19:40 _@%353'

— ge-0/0.0 2c:21:31:5b:79:40 = ge-0/0/0.0

— ge-0/0/0.0 20:21:31:50b:79:40 = ge-0/0/0.0

24 Jitter 2 MOos
0000 03:00 06:00 05 0D 12:00 1500 1B: 00 21:04 00:00 0z:00 06:00 o 0 12:00 15:00 1B:00 21:4
MOS (Mean Opinion Score)
MOS is a measure commonly used for video,
5 audio, and audiovisual quality of experience. The
— ge-0/0/0.0¢52c:21:31:5b:79:40 = ge-0/0/0.0 no data MOS is expressed as a single rational numberin  ta
the range 1-5, where 1 is lowest perceived quality,
and 5 is highest perceived quality.
5 — Excellent
LJ 4 — Good
PP, W R 3 — Fair
MNov 8 19:30 - 19:40 w8 19:30-19:40
2 — Poor

— ge-0/0/0.0 20:21:31:5b:79:40 = ge-0/0/0.0 — Ze-0/0/0.0 2c:21:31:5b:7¢ 1 — Bad

Juniper i | 188
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Insights

Current WAN Edge Properties
WAN Edge O&IO/NT1. 7=, HLRHEBEDE AR A2 ER TEET

Insights

Current Values
These values are not affected by the Time Range selection

Current WAN Edge Properties

Properties Status Security Services

Location 01 - Office Status Connected EWF Status Disabled
MAC Address f:33:42:6d:5b:80 IP Address 192.168.0.102 IDP Status Disabled
Model SR¥340 Uptime 47d 23h 7m AppSecure Status Enabled
Version 22.1R1-51.2 Last Seen Mow 8, 2023 21:47

Photos

) Uniper 41 189
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