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AP LEDsR/\5—> D&

LED Blink Pattern AP Status
Fed, Red e AP starting to boot - 2 seconds
Green, blank, Yellow, blank ® © © O AP booting - 12 seconds
Green, Yellow [ ] Connecting to cloud - 30-40 seconds
White AP connected to the cloud
Green [ ] AP configured by the cloud
Blue L] At least one wireless client connected
Orange, Orange o AP upgrading
Green, Purple (X ) 'Locate the AP' option in the GUI
Red L] AP failure mode
Black > Red - User holding down the 'Reset to factory default’ button A P L E D » — E L I [J A ﬁg A E -
White > Black - AP is going to reset b 0),‘\\[ y j - tlj - n 100N 1 (&
Green > Black - Insufficient PoE power
2 No ethernet link - Has no link (Seen using power injectors, but not connected to a switch) ° ¥%H (iLj O) \\\ \\# HD < 7— é L\
3 No IP Address - No DHCP lease or no static IP in config (DHCP server not configured and/or working) A I / Iy o
4 No default gateway - No default gateway in DHCP lease or in static config
5 Default gateway unreachable - No ARP response from default gateway . . .
6 No DNS - No DNS server(s) in DHCP lease or in static confi h tt . t d t t h t_ _ I d _
7 No DNS response - No response to DNS lookup (received SNS server via DHCP but can not reach or ping Mist Cloud) DS . WWW " m I S [ CO m OC u m e n a I O n W a I S e
8 Empty DNS response - DNS response contains no address records .
9 Duplicate IP Address - Duplicate IP address detected on the LAN (ARP probes) te I I I n q — m e /
1.2 Cloud unreachable - TCP SYN fails & cannot ping ep-terminator =
13 No cloud response - Ping-able, but TCP port 443 doesn't go through
o 14 Cloud cert time check failed - No default gateway in DHCP lease or in static config
15 Cloud cert invalid - Some 'security’ interceptor is messing with the cert (aka the stolen CA cert + snoopy IT)
o] 1,6 Mutual auth failed - Mutual authentication is failing between the AP and cloud
o 1,7 Config fetch failed - The cloud is unable to provide the AP with a configuration
[o] 18 Stale Configuration - Configuration update was invalid; AP has reverted to previous configuration
o] 19 Boot config save failed - Unable to save (or delete) the boot config
o 21 L2TP mgmt tunnel peer unreachable - SCCRQ fails & L2TP management server is not pingable
s} 23 No response from L2TP mgmt tunnel peer - L2TP management server is pingable, but sends no response to our SCCRQ
o 24 L2TP mgmt tunnel config rejected - L2TP management credentials failed. Our SCCRQ returns a StopCCN instead of SCCRP
o 25 L2TP mgmt tunnel stopped - L2TP management server sent us a StopCCN and killed the tunnel
2,6 L2TP mgmt session config rejected - L2TP management server sends CDN in response to our ICRQ
[o] 27 L2TP mgmt session shutdown - L2TP management server sent us a CDN and killed the session
o 31 L2TP DHCP ne response - No response to our DHCP discover over the management tunnel
] 32 L2TP default gateway missing - DHCP offer lacks a default gateway
o 34 L2TP default gateway unreachable - No ARP response from the default gateway
o 35 L2TP mgmt DNS missing - DHCP offer lacks any DNS servers
o] 41 Boot config unreadable - Configuration file exists, but it is not readable
(o] 42 Boot config invalid - Contents of the boot configuration weren't usable
o] 43 Boot config failed - Contents caused loss of connection to the cloud
] 51 Firmware corrupt - Damaged firmware image (missing/unreadable files). Try another image, and/cr re-image
[e] 52 Unexpected failure - Some API which should not have failed, did
[¢] 6,1 Proxy config invalid - The proxy configuration is not usable
6,2 Empty DNS response to proxy host lookup - DNS response contains no A (address) records for the proxy host
63 Proxy is unreachable - Can't contact proxy
o 6,4 No proxy server response - Can ping proxy, but can't connect to proxy TCP port
C 6,5 Proxy Authentication Required - Proxy returns code 407; Authentication required
© 2021 JuniperN ks Juniper o |
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@ Monitar ¢ Site Labels : G ueSt users Delete Label | Save Cancel ° [La be|S]N—9_@WLAN 5/\\) I/O)IJZ h%%ﬁ%@é %’E\ WLAN
A s DIEIC>T49 72T — MENFRRENBLITRDELE

Label Name
E] Access Points Guest users
@ Switches

Label Type
E‘ Gateways WLAN -
</ Location

® s O NOT

oal] Analytics Label Values

(O Mist_loT : Live Demo WLAN Template [ Mist_Corporate : Live Demo WLAN Template

DDD Netwaork

O Live_demao_only : Live Demo WLAN Template Guest_Live_Demo[ Live Demo WLAN Template ]

O Live_demo_RADIUS : Live Dema WLAN Template [ Live-Demo-MPSK : Live Demo WLAN Template

@ Organization

O Live_demo_do_not_remove : Live Demo WLAN
Template (] Custom_WLAN

Juniper -
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Confirm Changes X

Label type and / or values have been modified. Are
you sure you want to update how the Label "Website
Block" is applied?
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Guest Portal Options

rarmrtts | Comariae oo | cosomie oyt [T oo et
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[ Authentication code via Text Message

. « [Authorization]¥JT. [Sponsored Guest Access]&iEiRU.
;.;;f;’:;iif;f:;:.n EFR]ENTUVBREFA=IRAL>Z AU, [Customize Email]%
BRUFS

Authorization Settings

< il

Devices remain authorized for | 1
[ After authorization redirect to URL

Sponsor email request will remain valid for | 60 Minutes

Preview Guest Portal Cancel

Guest Portal Options x Sponsor Email Template X

Form Fields | Customize Label | Customize Layout | Authorization P ——
<html lang="en">
<head>
<title>Portal Access Request</title>
<style>
body {
margin: 20px 25px;
background-color: #fff;
font-family: ‘Geneva', Verdana, sans-serif;

sponsor Email

Guest Jane Doe (janedoe®xyz.com) is requesting access to WiFi. }

a{
These links will expire in 60 minutes. Please approve or deny. ‘[;L“"d:[‘u(::g:; one:

PN Decline section {

Email Template is in HTML format, allowing you to include images, links, custom fonts and colors.

« Approve and Deny buttans must e included in order for the access to be approved or denied

« The Approve button should link to "H{approve_ur[}}&minutes={{auth_expire_minutes})" for the duration in
Guest Portal Options -> Autharization tab

« The Approve button can also be linked to "{{approve_uri}}&minutes=4320"to approve for the specified
number of minutes. In this case 4320 minutes (3 Days)

« Amaximum of 2,629,746 minutes (5 years) is allowed in the minutes parameter. Beyond this range, the
approval duration will be capped to 5 years

« Multiple Approve buttons with different minutes parameter can be added in the template

« The Deny button should link to "¢deny_url}}" to deny access

- Use the "btn-approve” and "btn-decline” CSS dlasses for default styling

You may include variables as desired for dynamic content:

{{guest_email}} - Email address of the guest

{{guest_name)} - Name of the guest

Hfield1, {{field2}} - Custom fields as provided by the guest (see Form Fields tab)
{{auth_expire_minutes}} - Approval duration for devices setin Guest Portal Options -> Authorization tab
{isponsor_link_validity_duration}} - Duration the sponsor request will be valid (see Authorization tab)
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) < switches: 0€599c832be9
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0 4 0
[ Access paints 5 D - t. \\“ 0) — ‘\ [— — (_7_\ -
5
: escripton [/i\Y T 7N lc/d c
&
. &
ge-0/0/5 Disconnected
PROPERTIES STATISTICS
Speed —
<7 Location PoE Disabled INSIGHTS Switch Insights STATUS Connected
Power Draw —
U e Duplex — hnce MAC ADDRESS 0¢:59:9¢:83:2b:e9 IP ADDRESS 192.168.1.156
= STP -
& BPS 01N /00OUT MODEL EX2300-C-12P MIST APS 3
mpjistearic Profile_test
Description Port - Description herer ] VERSION 20.2R2.11 WIRELESS CLIENTS 0
@ organization TOTAL POWER DRAW 67.60 W
UPTIME 6h 48m
LAST SEEN 11:15:21 AM, Feb 11

Switch Configuration

Configuration is Managed by Mist able Configuration Management

INFO PORT CONFIGURATION RADIUS
Name ["] Override Site/Template Settings
Port Profile Assignment
[ 0c599c8320e0 J * Site, Template, or System defined Authentication Servers
letters, numbers, __ or -
i Edit port range v X radius.server.com : 1812
Role
l ‘ [] port radius.server2.com : 1812
lowercase letters, numbers, _or -
Port IDs
Notes
| ge-0r0rs |
Add Notes
(ge-0/0/1, ge-D/0/4, ge-0/1/1-23, etq) X
Timeout (0 - 3600 seconds)
Configuration Profile
4
| test default (1), access | Retries 0-10)
[_] Enable Dynamic Configuration
IP CONFIGURATION Servers
Description
IP Address
. Port 5 - Description here! Na servers defined
DHCP () static
Network (VLAN) )
| default 1v
Interim Interval (0 - 3600 seconds)
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S— - - [Device configuration], [Site Switch configuration]
e [Org Network Templates]D T O/R—~JOT7()L TMTU
DETEZENAIRECHDFUL

Name
mist_ap

Port Enabled

Mode
Trunk (@

Part Network (Untagged/Native VLAN)
vianz 2v

VolP Network

Use dot1x authentication

Speed

Mac Limit

PoE
Enabled (@) Disabled

STP Edge
Yes

Qos
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Claim Mist Edges and Activate Subscriptions
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[Organization]> [Mist Edge](c#&hUL. Claim Mist
Edgey>z))yI 3 %L, BHEIRTRSN., JL—L0—RER
(E7IFTANR=23> - R2 AN TEFT

202131 HUBEICHfaaN 9 X TDMistEdgeld. ZTP
ZHR—NUFET

Mist Edge VM(Z. [ CreateMistEdge 2L TAREN
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