Mist TF+a1VU5+
WIDS -WIPS

21ZN\-FY NI -JRARA =T
20214 11H Ver 1.0

JuniPer =+

driven by Mist AI ..



WIDS - WIPS
Q: Mist AP DM VLVABREZED KSICRHULETTD?

3D DR
- TRTOMRIIA S VB EREAD
oY —EUTERELIRIET

——02.4 GHz 7t /t Y-

TFIVF1IOTFAMUTOME R

- EFIVF 1 DEBRR/DSHEVNEIET S
METRHZIRHALET

——05 GHz 7JtA/t 8-

—92.4/5 GHz Y-

IoT 7|'§—|*’J L‘ 16ILAY b 7273 7UL1 BLE

IoT/kh—b

- 7404 ToT F\A ZABICHEHAENTE
IoT K—MBLTLET

) Jniper 1
© 2021 Juniper Networks Juniper Business Use Only JA,...mmlsml .1

2



WIDS-WIPS
Q: EDLANDIAYLAEFIVTA R BT EZTH?

(N 1S 75— /- SEAT

AN1E AP DR ETDHE

@ IDS IREM T

ARNIETSAT7> MORREE D FE PCI Lih—h

MOES&" [ s



WIDS - WIPS

Q: ARP £&T DHCP 79y )&ZtRETEEIH?

ARP 745v9

- AP (35T —ND1A - AT =D > T IR,
DIATIIDARY MU TRIRT BIENTEFT

DHCP 745vJ

= TAVLRIFA T MSFIESNSIANTD DHCP ATJ7—

HEXUY DHCP ACK /Ny beF JA) hTIOVILES

© 2021 Juniper Networks

Client Events

AP Deauthentication

Authorization &
Reassociation

AP Deauthentication

147Total 60 Good 76 Neutral 11 8| Il & Local Support Page

Events:
0 @ 41 positive Events I @ i Neutral Events
0 B 111 Association Jl 8 202,11 Auth Denied
I @ 11 BT success Il B 4 Deauthentication
I 11r Reassociation I O Exclude Client Inactivity
I 11r Roam I Client Deauthentication
I Association I Client Roamed Away
I B suthentication | & oHeP inform Timed out
[ @ Authorization & Association | & Disassociation
||

AP-HOME-OFFICET

AP-HOME-OFFICET

AP-HOME-OFFICET

464 PM, May 4

I 3 a1l Negative Events

B 3 11r auth Failure

I3 1irreTFaiture

I 11r Key Lookup Failure

I AirWatch Failure: Not Enrolled
I 3 2P Timed out

I @ association Failure

I 3 suthorization Failure

O exclude client Leaving ss || € Bad 1P Assigned

I Blocked: Policy Lookup Failure

AP-HOME-OFFICET

I, May 4

Reassociation

AP Deauthentication
AP Deauthentication
AP Deauthentication

Gateway Spoofing
Authorization &

AD Pasuthanticatise

AP-HOME-(JFFICET

AP-HOME-(@FFICET

AP-HOME-(JFFICET

AP-HOME-(@FFICET

AT LA AC AeTies

491 PM, May 4

I Portal Redirection Processed Blocked: Repeated
Authorization Failure

0 B Biocked: Static DN Address
I Blocked: Static IP Address

0 3 bHice penied

I 2 bHcP Terminated

et 0 @ oHcp Timed out

0 3 ons raiture
I Excessive ARPIng

I Gateway Spoofing

I 8 oxc Auth Failure
I Portal Auth Failure

\ 4
AP AP-HOME-OFFICE1 BSSID d4:20:b0:05:48:76
SsID LAB-OPEN VLAN 18
Band 5GHz Description Default-GW Spoof

IP:192.168.18.1 Vlan:18
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Alert Types
@ Negotiation mismatch J J -
~ r\-}}; Security E‘ D
@ Client Connection to rogue AP detected ] O
@ Rogue AP detected ] O
@ Air Magnet Scan detected D D
@ BSSID Spoofing detected ] O
@ EAP Handshake Flood detected D D
@ Honeypot SSID detected ] O
- P L [ [ M
=
A|e r"[S (Entire Org) ~ Today ~ Security - Alerts Configuration | )
m E ShowAcknowleged | JECIREETHER pnahovicoee)
Aot Eectoencs SSases Lastesn At
"~ ® Honeypot 551D detected 1 04/06 05:53:49 pm 04/06 05:53:49 pm Home
"~ ® Honeypot SSID detdiited 1 04/06 05:51:36 pm 04/06 05:51:36 pm Lab
"~ ® Client Connection t@rogue AP detected 1 04/06 05:48:47 pm 04/06 05:48:47 pm Home
"~ ® Rogue AP detected 1 04/06 05:47:45 pm 04/06 05:47:45 pm Home
v ® Honeypot 55ID detected v $ ® Rogue AP detected
APs | 5c:5b:35:f1:7b:00, d4:20:b0:00:81:b5 Reporting APs | 5¢:5b:35:f1:7b:00
SSIDs | MARSHALLS-GUEST SSIDs | LAB-ROGUE
BSSIDs | cBbSad11c202, c8b5ad11¢c212 Rogue BSSIDs | c8b5ad11c210
Juniper |
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WIDS - WIPS
Q: O—% AP ZtMrCcEZFIH?

\ . = R
ale) Home -« 1 Hi Generate PCl Report View Client Classification
O0—% AP OHkR >ecurtty -

Threats  [Neighbor APs  Approved APs List  Location
A\ / * 7
- O0-7 AP ELTHOFESNTE AP ZFEN THIBRL &S
*’\ - SsID £ Type No. of Clients BSSID Channel Avg_RSSI Seen By MNearest AP Location
LAB-ROGUE Rogue 1 c&:b5:ad:11:c2:10 36 -45.0 dBm 3 APs AP-HOME-OFFICE1 BASEMENT

SEMENT

*ﬁi AP = == MARSHALLS-GUEST Honeypot - c8:bS:ad:11:c2:02 1 41.0dBm  4APs AP-H
i F. X

- YIBIRMEEORHITIOTTT> HCHREGRAP O e
BFEFRUET

Se C U ri ty Live Demo ~ 1 Hr m Generate PCl Repart View Client Classification

Threats Meighbor APs ~ Approved APs  Clients list Lecation

Rogues Spoofs Honeypots

bo:dc:d3eb o

d4:20:

5c:5b:35:b0:58:35

5c:5b:35:09:4a:20

I 5¢:5b:35:b0:57:7a
|

5c:5h:35:54:58:b2

50:50:35:54:50:06

50:5b:35:54:59:05

50:9h:35:94:59:h3

X
17 @ Rogues
0 B spoofs 5:5b:35:00:4a:20
12 Honeypots Broadcom
e | Rogue
A -59.0 dBm
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WIDS - WIPS
Q: AERMEBULIADEED LSICRITENTIH?

Threats Neighbor APs  Approved APs List Location

YIE
- Mist AP (. JO0—RFvr A~ YIIFEVL IS

551D # Type No. of Clients BSSID Channel

LAB-ROGUE2 Rogue 1 S5c:0e:8b:e3:7f:b0 157 -4

Avg. RSSI

Seen By MNearest AP Location Actlon

5.0dBm 1APs LAB-AP1 Unknown

IL—LZFBIBET, 1 —PRyNR—h
LORIERIZAT> N MAC 7 RURAZ4FTE
LEI

VLAN MAC R— +
70 9¢:b6:d0:d9:b9:v1 GEO/10

BSSID: 5c:0e:8b:e3:7f:b0
SSID: LAB-ROGUE2

VLAN MAC 7R— +
70 9c:b6:d0:d9:b9:v1 EO

—_—
C—
LI @€ ——

- T -FAEREART802.11
de-authenticationJL—A (d—R5) =

Source: 9¢:b6:d0:d9:b9:c1
Destination: ff:ff:ff:ff.ff:ff

Ge0/11

ARP: 192.168.70.1 % D1 —

VLAN 70-73

5

JO0-RFrANTEELET
(7

802.11 2 &L

Source: 5c:0e:8b:e3:7f:b0
Destination: ff:ff:ff:ff.ff.ff
HEHa— K:5

Radio MAC: 9¢:b6:d0:d9:b9:c1
IP:192.168.70.109/24
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J\Z—RyRSSID 1%

D347 > NeREEDFEDIR UK ER
Active Watched Station #&
7 Ry RO —J1&H
Disassociation Attack #&H
EAP 71733 FUIREDIEH
EAP Failure 1>21723> &
EAP 2T —J4> 7 R INt&
EAPOL-Logoff IEEt& T
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ESSID> vy ikt

BRIRI547 > hOr&R
1BFEEAPOL-Start #&H

1BAP J3vT 1>k
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WIDS - WIPS
Q: BENMRIEEINIZS., TF1IVFT(F-LIGERTEEIN?

Organization A& E (YA R ECTS— N2 TERIGETT

- BT 53— REICHYS 1R— RADERT
BLUEX—)LBXINBIEETT

- X—=)LDFEF e ZERICEXTER]RECTY e e e
(tHREER. U1/ MEEER. FFEDOV RLX)

U7 WAL LARY AN -Z>F FO Webhook Z{ERAL T,
G-I =T 7 IVT =23 T 5 Me#riX T HELTEFT

Applies to Scope

Entire Org =

Email Recipients Settings

[+/] To organization admins [+ To site admins

C d enab : My Account
To additional email recipients
Email addresses (comma-separated)
: Uniper -t
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WIDS-WIPS
Q: PCI LiK—PZEMTEXIN?

Payment Card Industry (PCI) System Mame: Acmelnc.

PCIAF LK~ Me BT~ T THERFTHE TS

Warsion:

Report on COmpliance Generated: April 5, 2021

- Organization. Site. Site/)l—J%BH(GEIRATEE ek FAIL -

- jJ - PFEE%?\_ g%%{gjé S SI D (j: " E;Tu:‘:_‘ag'am that identifies &l connections betasen the cardholder data envircnment and other netwarks, including any wireless
BED WLAN EEFFATO WLAN %2R E]4E e -

241 Forwireless environments connectad to the cardholder data environment or transmiting cardholder data, change ALL wirelass vendor
defaults &t installation, including but nat limited to defaull wireless encryption keys, passwords, and SNMP community sirings.

_ jJ |<— —_ QOD —_ \* ( — (j: 1 j D J:O) VLAN I D ﬁ Mist access points do nat have defaull passwards, encryption keys, or SNMP community strings PASS
—IF. T RIA(cC
Z4 Maintain an inventory of sysiem componants hat are in scope Tor PCI DSE.
- AR IA—NYYR T, E18- A a8 - A2 RIS
AN i gy gy ZIN
411 Ensure wireless networks transmitting cardholder data of connected to the cardholder deta ervronment, wae industry best practices bo
== aj-'ba_ b \ I/ _I_O |\% E}ﬁ implement strong encrypton for authenicaton and transmission
= —
AL / \ All WLANs in PCI scope use strong encryplion. See Agpendix B Wirsless Metworks in PCI Scope PASS

6.2  Ensure that all system components and software are protected from known vuinerabilties by installing appheable vendor-supplied security
petches. nstall enitical secunity patches within ane marh of release.

See Appendis B Wirsless Metworks (n PC) Scope  Agsgendix C: Accegs Points in PC1 Scope PASS

All APs in PCI scope use the latest frmwere. See Agpende C: Sccess Polnts in PO Scope PASS

T4 Limitaccess to sysiem components and candholder data to only those individuals whose ob reguires such aceess.
Wireless network cenfiguration ks restricled to suthorized adminstrators. See Asgendix O Metwark Adminsirators PASS
T.2  Establish an aceess control systemis) for systems components that restricis sccess based on 8 users need 1o know, &nd (3 Set 1o “deny
all* unless specifically allowed.
Adminstrators are asalgned roles with limited scope of sccess. Defaull access far new aeminstrataor i&: Observer (view-only). PASS
Ses Appendo 0 Matwork Adminisieaions
811 Assign all users a unigue |0 before allowing them 1o access system components or cardholder data.

All administrators have unigue Ds. See Appendlx O: Network Adminstrators  Appendix £ Single Sion-on |dentity Provides
Agpendx F: Single Sign-on Roles PASS
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