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Organization LAJLD RADIUS ¥—/)\—-5%7E

T2V —MefERUVUETORAMYFIC—IBRTHREZEE I HES

1. [Organization] M5 [Switch Templates] % 2. IREMSRO [TEMPLATE] &iZEIRUEX Y
EIRULET

Juniper Mist” n ORGANIZATION_NAME_01 SW|tC h Te m p | atES [ Import Template ]
@ sleriey M On itor Wireless | Wired | WAN Primary Site = Today

3 Template
Marvis™ R ZAS % TEMPLATE SITES SWITCHES
- Organization Switch Template 2 1 0
~— Clients

Clone Template Test 0 0

[*] Access points

Pri ma ry Site Organization Switch Template 1 1 0
Switches

@ WAN Edges

Administrators Applications Campus Fabric Device Profiles

O wmist Ed
ges
= Audit Logs Application Policy Labels

4 Location Inventory Hub Profiles RF Templates
Mobile SDK Network Topology WLAN Templates

|:|I][I Analytics
Settings Networks

O site
oo Site Configuration WAN Edge Templates

@ Organization Subscriptions
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Organization LNJ)LD RADIUS Y —)

T2V —MefERUVUETORAMYFIC—IBRTHREZEE I HES

3. [All Switches Configuration] ADOIAUTHENTICATION SERVERS IDIEH(CT;

==

" =Jb
— o E

SNTEZITVET

All Switches Configuration

AUTHENTICATION SERVERS

Authentication Servers

Radius

Authentication Servers

No servers defined

Retries 3

0-100)

Enhanced Timers €
Enabled (@ Disabled

Load Balance €@
Enabled (@) Disabled

Accounting Servers

No servers defined

Timeout 5 (0 - 1000 seconds)

Add Server

Add Server

Interim Interval 0 (O - 3600 seconds)

© 2024 Juniper Networks

NTP

NTP Servers

X K00 OF {{siteVar} ool
(comma-separated Hostnames / IPs)

DNS SETTINGS

DNS Servers

XX 000000 OF {{siteVar}}.xoo0xx

(comma-separated IPs and Max 3)

DS Suffix

X O6I000I000 o {{siteVark oo
(comma separated domains and Max 3)

SNMP

Enabled (®) Disabled

STATIC ROUTE

CLI CONFIGURATION

Additional CLI Commands

OSPF AREAS

DHCP SNOOPING

Enabled @ Disabled

SYSLOG

Enabled (@) Disabled

PORT MIRRORING

Port Mirrors

Juniper Business Use Only
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Organization LAJLD RADIUS ¥—/)\—-5%7E

TIV—PMeERURTORAMYFIC—IBCHRELZZEEITIIES
4. TIAIMENSEEIBI55. RADIUS 25— /N\—ELDBE(CHITE IA1LTIME & UNSA[EE &35 FELFET
5. [Add Server] #0UvIU. 250 —/\—-DIEERZ A D& G L0 [FIvIN—T] 2D ILET

AUTHENTICATION SERVERS

Authentication Servers Authentication SEI’VET’S

Radius v

New Server v | x

Authentication Servers

o server e Hostname / IP Ady IRABR—=LFE IP 7R A
A4 LT RETORR Add Server [ mm mm mm mm e = | 0203020

Timeout | 5 (0 - 1000 seconds) MO0 OF {{SIteVar} o0

Retries | 3 Port 2 7'-:_ KBS

o% 54 17O A EEROIE o2

Load Balance @ Shared Secret 2 ;:I\:E@Z\,Ef@
Enabled (@ Disabled %E;& Radlus ‘U'_}(‘_Faﬁd)gﬁﬁﬁy """ Revea

Accounting Servers

YRS [ElZ1

Add Server

Interim Interval 0 (O - 3600 seconds)
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Organization LAJLD RADIUS ¥—/)\—-5%7E

FoIV—NeERUVRTODAMYFIC—IECHRELZEE I ES
6. RADIUS 7h7U> h—/N\—-%5%TE I D5 & (I Accounting Servers D [Add Server] ZJUvIULE S
7. RADIUS 710> M= N-DEHRZ ADUL. B LD [FIVIN—T] Z2DU9IUET

Accounting Servers Accounting Servers
Mo servers defined New Server vl %
Add Server |u mm mm mm mm —————— '> Hostname / IP Ay IRANR—=LFEE IP 7RLR
10.20.30.40
Interim Interval 0 (0 - 3600 seconds)
XXX KK O {{SiteVar}}. oo xxx
Source Address € . Interim /5w RO Port 2 h—hES
None XERRZERELEY 1813
L] \ =RAS
/\_ ﬁED\F_OJ(Diﬁ':'(i Shared Secret 2 HEn=RE
Interim-Updatez | | e
RADIUS BfEDRIETT ZSLERA
7 RURIETE

. UNIPES =t
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7T - MeERLETOAMYFL—ETRELEETZINA O

8. R—NSB3EIC dot1x ZfEFTBIEEEIPORT PROFILES LD | e
[Add Profile] #9UwoIUFY ot —

9. [Use dotlx authentication] ([CFIvJ%Z A, o craies O Db ﬁifj)g‘; “&'{ggg@"‘f
a8L0 [FIvIN-T] 2I)WILET Descripton

PORT PROFILES &
Port configuration for a set of related ports Mode
% System defined Trunk (@) Access

Port Network (Untagged/Native VLAN)

* ap default(1), trunk, edge default .
* default default(1), access VolP Network
None W
#* disabled port disabled
+/| Use dot1x authentication
* ot default(1), access, edge Allow Multiple Supplicants

w

Dynamic VLAN @
% | Add Profile [ me e e - ———— .> o
Mac authentication

Use Guest Network

Bypass authentication when server is down

. UNIPES =t
© 2024 Juniper Networks Juniper Business Use Only Jm..,..,vmmm [}l | 8



Organization L)L RADIUS Y¥—/)\—5%7E

TFoIV—MeERAULRTORAIYFIC—IETHRELZZEE I D5
10./ERKUIcih— T OJ7( IV DOEA(E [Select Switches Configuration] OIEEICTITVWEYT
11.[Port Config] Z:#RU [Add Port Configuration] Z2UyJL%E 9

XEHHT T — bPOFHHIFLL T ONZ17 ) 28R T a0
[2-09_Z(YFDETE_SFMI7> T — NEF |

Select Switches Configuration
__
deaut o el - VEFRTIERIBHBEE [Add Rule] | o

all remaining switches 4 75_”]UW/JU$§_ X% 2-09 72/%!37.:,’

. . Apply port profiles to port ranges on matching switches
V= )VETARVERR B (C(E Info DERTE
BERDFT %2-09 SH8

Unassigned ports Default

Add Port Configuration

. UNIPES =t
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T2V —MefERUVUETORAMYFIC—IBRTHREZEE I HES

12.[Port IDs] M5IL—ILzEA I %R— Me18EL. [Configuration Profile] OFILAI> NS
ERRUTE dotlx OR—hJOJ7( IV EEIRE, A L0 [FIvIN-T] 20U IUFT

13. 5 RERNEZHZRL. 5 LD [FIvIN-—T] 200 IUFT

New Port Configuration

Port IDs

><

ge-0/0/4

Configuration Profile
I dot1x

default(1), access W

Enable Dynamic Port Configuration

Description

Up / Down Port Alerts o
Enabled (@) Disabled

Types in Alerts Page

Port Aggregation
Enabled (@) Disabled

Allow switch port operator to modify port profile

Yes ®) No

© 2024 Juniper Networks

Select Switches Configuration

default

all remaining switches

Juniper Business Use Only

Info [deh)i-8 |IP Config

MIEART 2L

[FIvIN—=T] Z20)97)

Apply port profiles to port ranges on matching switches

ge-0/0/4

Unassigned ports

dot1x

Default

Add Port Configuration

I V
IS

X

Add Rule
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T2V —MefERUVUETORAMYFIC—IBRTHREZEE I HES

14.[Save] 27 )WIUIRENT2RIFLET 15. ZBDENDHRRINDDT, MR

z27)ILET

Confirm Changes

APPLIES TO SITES +
Create Template Cancel

ORI T Tl + idded W - Removed W # Temelate or Svsien inheritec

W AUTHENTICATION SERVER

W dccount ing Servers

+ W I1.22.33.44
+ | Host: 11.22.33.44
| Secret: srzrrzzzex 5
| Port: 1813
W duthentication Servers
W 10.20.30.40
| Host: 10.20.30.40
+ | Secret: frrrirrrrr @
+ | Port: 1812
W Dynanic Request Port
+ | Gof Port: 3799
+ | Enabled: Mo

| Inmediate Update: Mo

© 2024 Juniper Networks Juniper Business Use Only

IS

ULTEBE [Save]
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Site LNV RADIUS Y—/)\—E%3E

Site CUICRREZEEIHES

1. [Site] "5 [Switch Configuration] %z

ESNVES)

@ Monitor

(o)) ;
~— Clients

Wireless Wired WA

Monitor

pr——
S

B Access Points

3rd Party Tunnels

Switches

Labels

(+) wan Edges
i Packet Captures

O mist Edges Policy

Pre-Shared Keys

"“{,? Location

Radio Management

u[][] Analytics Security

O Site WLANS

12:00 AM - 12:10 AM Oct 27: Bytes: no data, 0.00 Mby
EH) Organization

© 2024 Juniper Networks

2. WEXZRD [Site] ZERLET

Switch Configuration

Q
2 sites 1-20f2
SITE # SWITCHES CONFIGURATION TEMPLATE
Primary Site 0 Organization Switch Template 2
Site1 0 Organization S5witch Template 1
=
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Site LNJLD RADIUS Y—/)\—-557E

Site CLICREZEEIHHA
3. [All Switches Configuration] M

[AUTHENTICATION SERVERSJDIEH(CCGEREZITVET

4. Site (C Organization LNILOFT>TL— M

BRALTWSISE. ADRENIL—TIRSNTVET

Organization LNILOFT> T — M EEZTRHE(E

[Override Configuration Template] ([CFIvIZ ANET

© 2024 Juniper Networks

uniper Business Use Only

All Switches Configuration

AUTHENTICATION SERVERS

Override Configuration Template

Authentication Servers

Radius

Authentication Servers

Timeout

Retries

Enhanced Timers €
Enabled Disabled

Load Balance €
Enabled Disabled

Accounting Servers

Interim Interval

IS
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Site LNV RADIUS Y—/)\—E%3E

Site J¢ICGEREZEEIHES

5. TIAVMENSZEE I SIS, RADIUS R0 —/\—tDBEICHITD Y1LTIME & VN[O Z5RELFT
6. [Add Server] z0UvIULET

7. RADIUS FBEY —/N\-0Bi#kE ANDL. B LD [FIvIN-T] ZTWILET

Authentication Servers
AUTHENTICATION SERVERS

v| Override Configuration Template e sl viX

Authentication Servers
Hostname / IP Address

10.20.30.40 ﬁ IRABR=LFE IP 7RLUA

YLLK OF {{siteVar)

Radius W

Authentication Servers

Port
Mo servers defined 1812 L ! ,—I—(_ NS
Add Server [ g == === '> Shared Secret
SALTINETORR pvermm—
...... 3 \E*M‘f—fﬁ@ Revea
Timeout 5
RS54 [o]£X
Retries 3 (0-100)
© 2024 Juniper Networks Juniper Business Use Only JHQ!EE{.11 | “
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Site CUICRHTEZEZEEIHIES
8. RADIUS 7hD> M —N\—-Z:%E I dm& (LI Accounting ServersI##® [Add Server] Z9Uvw)IUET
9. RADIUS 7hD> M —=N\-DERZ AL B LD [FIVvIN—T] Z2DI9IULET

Accounting Servers Accounting Servers
Mo servers defined New Server vl %
Add Server | = = e e > Hosmameﬂ“@ RZ MR- LETR(E TP PRLZ
10.20.30.40
Interim Interval 0 (0 - 3600 seconds)
OOCIOOCX0CO00 O {{sIteVar}aoocx
Source Address . o Port o =
o « Interim /7w b = 2 M—hES
Mone XEHERZERELEXT 1813
. ) =
/\_ fiEn r_OJ(Diﬁ':'(i Shared Secret 2 HEn=E
Interim-Updatez | | e
RADIUS B{EMX{E7T KELEEA
7 RUAISTE
© 2024 Juniper Networks Juniper Business Use Only JHQ!EEII11 | 15



Site LAV RADIUS Y—/)\—E%3E

Site CUICRREZEEIHES

10.78— NB3EIC dot1x ZfEFS I E(EIPORT PROFILES LD | o
[Add Profile] #9UwoIUFY ot —

11.[Use dotlx authentication] ([CFIvI%Z A, o eraies O D ﬁ’i‘ﬂ)g‘; “&'{ggg@"‘f
a8L0 [FIvIN-T] 2I)WILET Descripton

New Port Profile X

PORT PROFILES £
Port configuration for a set of related ports Mode
% Template Definec Trunk (@) Access

Port Network (Untagged/Native VLAN)

* ap default(1), trunk, edge default L
* default default(1), access VolP Network
None W
* disabled port disabled
| Use dot1x authentication
* iot default(1), access, edge Allow Multiple Supplicants

-

Dynamic VLAN @

X | Add Profile [ mm mm mm e o e e

Mac authentication

Use Guest Network

Bypass authentication when server is down

. UNIPES =t
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Site LAV RADIUS Y—/)\—E%7E

Site JLICEREZEEIHIHS
12 AERRUTER— NJOJ7A )L DER(E [Select Switches Configuration] OIEB(CTITWES
13.[Port Config] Z:#RU [Add Port Configuration] Z2UyJLE 9

Organization LNLVOT> T —MNe L EEZI3155(
[Override Template Settings] (CFIvIZ ANET

FMAIT T — hOFFEHFA T ONZ17 N 2SR T2
[2-09_Z(YFDETE_SFMHIT> T — NER |

Select Switches Configuration ——

+| Override Template Settings Info IP Config )L-)Lﬁ%ﬁ*ﬁ,_@'ﬂzﬁiiéiﬁé(i [Add RUIe]
Z27)wILET %2-09 S8R

default
all remaining switches Apply port profiles to port ranges on matching switches

o= )VEARERREFIC(E Info DFRTE | ) ..cioned pores s
EME(CRDFT %2-09 =08

v X

Add Port Configuration

. ol
© 2024 Juniper Networks Juniper Business Use Only JHQ!EEII’ | 17



Site LNV RADIUS Y—/)\—E%3E

Site CUICERERZZEEITHIES
14.[Port IDs] "S-V 9 %/h—Me18EL. [Configuration Profile] OFILAI NS

YERRUTZ dotlx OMM—bJOT7 IV 2ERE. B LD [FIvIN—T] 27 WILET

15 5 ERNE=HZRL. 5 LD [FIvIN-—T] 200 IUFT

New Port Configuration

Port IDs

><

ge-0/0/4

Configuration Profile

dot1x

default(1), access W

Enable Dynamic Port Configuration

Description

Up / Down Port Alerts o
Enabled (@) Disabled

Types in Alerts Page

Port Aggregation
Enabled (@) Disabled

Allow switch port operator to modify port profile

Yes ®) No

© 2024 Juniper Networks

Select Switches Configuration
+| Override Template Settings

default

all remaining switches

Juniper Business Use Only

Info e deeliiil- 40 |P Config | IP Conf]

s TEANBEZHETEL

v

=

Apply port profiles to port ranges o

[FIvIN—=T] Z27V)v7)

ge-0/0/4

Unassigned ports

dot1x

Default

Add Port Configuration

IS

X

Add Rule
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Site LNV RADIUS Y—/)\—E%3E

Site CUICRREZEEIHES

16.[Save] 27 )WIUIRENT2RIFLET 17 ZEBEOEDNHERRINDOT, HERUTHE [Save]
z2)ILET

Confirm Changes x

Show only differences
Create Template Cancel
W AUTHEWTICATION SERVER

W fccount ing Servers

+ W11.22.33.44
+ | Host: 11.22.33.44
+ | Secrat: srrrrerrer g
| Port: 1813
W futhentication Servers
W 10.20.30.40
| Hast: 10.20.30.40
| Secrat: srsrezrex g
| Port: 1812
W Dynanic Reguest Port
| Co& Port: 3799
| Enabled: Ho
| Immediate Update: HNo

| Override: m m

+ o+ o+ o+ o+ o+ o+

m Cancel

. UNIPES =t
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AMYFLICGHECREIIHS

1. BRAAYFE

© 2024 Juniper Networks

Clients

Access Points

Switches

Mist Edges

Location

Analytics

@ organization

A
caX B

EZZE I 55, [Switches] Z&IRU., —

Switches

Live-Demo =

13

List

Topology

Location

ENSEEMRENDD [R(YF] 20N ILET

3:32:31 PM

Total Allocated AP Power

271 W

Inventory | =

Ul Config Success

]
O
]
]
]
]
]

Status

Connected
Connected
Connected
Connected
Connected
Connected
Connected
Connected

# MName

|d-cup-idf-c2

|d-cup-idf-d-desktop

|d-cup-idf-d

|d-cup-idf-bb

|d-cup-idf-a-core

|d-cup-idf-c

|d-cup-idf-d-desktop-2

|d-cup-idf-d-s

w440000

IP Address

172.16.84.63

192.168.2.11

10.100.0.125

10.100.0.212

10.100.1.47

10.100.0.121

10.100.0.114

192.168.2.12

Model

EX3400-48P

EX2300-C-12P

EX4100-48MP

EX4100-48MP

EX4100-48MP

EX4100-48MP

EX4100-F-12P

EX4400-48T

Mist APs

0

Wireless Clients

0

0

Wired Clients

Insights

Switch Insights
Switch Insights
switch Insights
switch Insights
Switch Insights
switch Insights
switch Insights

Switch Insights

Juniper Business Use Only
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AMYFEICGHERZREIHIES

2. TAUTHENTICATION SERVERS |OIEH(CTEREZITLET
T I —MeERAULTWBISERIEBEMNM L -7 &N TVET
NEZ FEEFIB3HS(E [Override Site/Template Settings] (CFIvIZ ANET

3. [Add Server] 20wILE 9
4. RADIUS 85t —/\—-DIEEz A DL, HLD [FIvIN—-I] 200y IUFT

AUTHENTICATION SERVERS Authentication Servers
| Override Site/Template Settings New Server
Authentication Servers

Radius A Hostname / IP Address

Authentication Servers

XXXKXKX OF {{SiteVary}.xxx.xxx

Port

aoerer | 4= — 1812 -
SALTINETORE | nadserver | 74—} ~ K- rEs

Shared Secret

Timeout 5 0 - 000 seconds
JhoqEy L — T e ‘
B N nEnE

20 | ARRNR—LFTR(E TP PRUZ

Reveal

Retries E] 0 - 100 TS

© 2024 Juniper Networks
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AMYFH{ID RADIUS Y—/)\—E%3E

AMYFLICHTEREEIRIES
5. RADIUS 7h9> hy—\-%5%TE I D55 Accounting Servers D [Add Server] Z0UvIUE S
6. RADIUS 7hD> M —=-DEHRZ AL B LD [FIVIN—T] Z2II9IULET

Authentication Servers
Enhanced Timers €

Enabled @) Disabled

New Server v *

Load Balance €@
Enabled (@) Disabled Hostname / IP Address

11.22.33.44 <! IRARR—=LFE IP 7RUA

JOLIOOCKNXXXX O {{SiteVar}};.aonco

Accounting Servers

Mo servers defined Port

1812 N
Add Server —————> i h— I =

Shared Secret

Interim Interval 0 (0-3600seconds)]  f | | rre . Reveal

— T seanm

« Interim /\Zrv hDXERIRZEELET
- {ENTOIDZEFInterim-Update ZIXELERA

. UNIPES =t
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AMYFLICGHECREIIHS

—

NEREEIC dotlx Z{EAHIBIHE

[Add Profile] Z0UwIULE 9

8. [Use dotlx authentication] (CFIvI%Z AN,
ALD [FIVvIN-T] Z0V9IULET

© 2024 Juniper Networks

PORT PROFILES

Port configuration for a set of related ports

+% Site, Template, Campus Fabric System Definec

* ap default(1), trunk, edge
* default default(1), access
* disabled port disabled
* ot default(1), access, edge

A

(Z[PORT PROFILES14D

> I Add Profile

e <

Juniper Business Use Only

New Port Profile

MName

dot1x

Port Enabled

®) Enabled Disabled N, 2
ANLFT (wAEIEH)
Description
P

Mode

Trunk ®) Access
Port Network (Untagged/Native VLAN)

default 1w
VolP Network

None A

\

s ———
FEDR—

NOJ71 V&%

| Use dot1x authentication

Allow Multiple Supplicants
Dynamic VLAN @
Mac authentication

Use Guest Network

Bypass authentication when server is down

Juniper =

avenrymistAr 1l
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AMYFH{ID RADIUS HY—/)\—547E

AMYFEICGHERZREIHIES

9. YERRUTIN—KTOJ74/)L D& (E [PORT CONFIGURATION] QOIEB(CTITVEY
10.[PORT CONFIGURATION] &P [Add Port Configuration] Z2Uv/JUL%9

Device

INFO

Name
Id-cup-idf-c2

etters, numabers, _. Or -

Role

owercase letters, numbers, _or -

Notes

© 2024 Juniper Networks

IP CONFIGURATION

/| Override Site/Template Settings

IP Address

®) DHCP Static
Network (VLAN)

default

Additional IP Configuration

Add IP Configuration

uniper Business Use Only

PORT CONFIGURATION

Port Profile Assignment
*

Unassigned ports

Default

Add Port Configuration

IS

| 24
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AMYFC &l

11.[Port IDs] MSIL—I)L#iER 9 %/h—Me18EL. [Configuration Profile] OFILAI NS

CREZEEIIES

YERRUTZ dotlx OMM—bJOT7 IV 2ERE. B LD [FIvIN—T] 27 WILET

12.[Save] ZI0WWIL THHRENSZRTFLET

New Port Configuration v X
Port IDs
ge-0/0/4
Interface
®) L2 interface L3 interface L3 sub-interfaces

Configuration Profile

dot1x default(1), access v

Enable Dynamic Port Configuration

Description

Up / Down Port Alerts €
Enabled (@ Disabled
ge Alert Types in Alerts Page

Port Aggregation
Enabled (@ Disabled

Allow switch port operator to modify port profile
Yes (@ No

© 2024 Juniper Networks

MON11:25AM 2 O

Utilities v \ Cancel ¢

Juniper Business Use Only

IS
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